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February 23, 2009

Mr. Michael J. Staresnick

Estate Recovery Manager

Office of Medicaid Policy and Planning, M507
Indiana Family & Social Services Administration
402 W. Washington Street, Room W382
Indianapolis, IN 46204-2739

Dear Mr. Staresnick:

Your request to obtain bulk distribution of data from Indiana trial courts has been

approved by the Division of State Court Administration pursuant to Administrative Rule

9(F), subject to the terms of the User Agreement for Bulk Distribution of Data. At this time, the
Division has only approved the release of bulk records that are otherwise available to the public.

An executed copy of vour user agreement is enclosed. This agreement will expire on
January 31, 2010. Also enclosed is a distribution receipt form that must be completed and
returned to this office within thirty (30) days of receiving bulk distribution of court
records. If you have any questions, please contact staff attomey Kristin Donnelly-Miller
of our office or me.

Sincerely,

K lpthn

wes R. Walker
irector of Trial Court Management

Enclosure
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USER AGREEMENT FOR BULK DISTRIBUTION OF DATA OR CUMPILE&

INFORMATION NOT EXCLUDED FROM PUBLIC ACCESS UNDER g
ADMINISTRATIVE RULE 9

The Indiana Supreme Court through its Division of State Court Administration
(“Division”) and Indiana Family and Social Services Administration (“Requesting
Party”) hereby enter into this User Agreement for Bulk Distribution of Data or Compiled
Information (“Agreement™) for the purpose of establishing roles and responsibilities
associated with the dissemination and use of Indiana court information pursuant to the
provisions of Administrative Rule 9 of the Indiana Rules of Court (“Rule 97).

Recitals
A, Pursuant to Rule 9(F)(2), the Division is responsible for approving all requests
for bulk distribution of Data or Compiled Information by Indiana Courts.
B. The Division reviews each request for bulk distribution to insure that the

request is consistent with the purposes of Rule 9 and that each request is an
appropriate use of public resources.

. The Requesting Party seeks bulk distribution of Data or Compiled Information
for its own use and understands that it must comply with the provisions of this
Agreement,

D. The Division requires that the Requesting Party understand and agree to
comply with certain restrictions on usage of the Data and Compiled
Information.

E. The Requesting Party is not automatically entitled to the distribution of Data
or Compiled Information of a county simply by the approval of this user
agreement by the Division.

F. The Requesting Party will be required to pay reasonable costs incurred by the
Division or by the responding Court/Clerk in responding to the request for
bulk distribution.

G. The bulk distribution is limited to court records, even if the Requesting Party
is seeking other information that is governed by other agencies’ policies.

Agreement

1. Definitions. For the purpose of this Agreement, the following definitions shall apply:

A. “Administrative Record” means any document, information, data, or other item
created, collected, received, or maintained by a Court, Court agency, or Clerk of
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Court pertaining to the administration of the judicial branch of government and
not associated with any particular case or other agency.

B. “Agreement” means this User Agreement for Bulk Distribution of Data or
Compiled Information, as well as any attachments or exhibits that may be affixed
to this document or referenced within the agreement.

C. “Bulk Distribution” means the distribution of all, or a significant subset of Court
Records not excluded from public access, in electronic form if possible, as is, and
without modification or compilation.

D. “Case Record” means any document, information, data, or other item created,
collected, received, or maintained by a Court, Court Agency or Clerk of Court in
connection with a particular case, not otherwise governed by Rule 9(G) or (H).

E. “Clerk of Court” means the Clerk of the Indiana Supreme Court, Court of Appeals
and Tax Court, the Clerk of a Circuit, Superior, Probate or County Court, the
Clerk of a City or Town Court, and the Clerk of a Marion County Small Claims
Court, including staff.

F. “Compiled Information” means information that is derived from the selection,
aggregation or reformulation of all or a subset of all of the information from more
than one individual Court Record in electronic form in response to the approved
request for bulk distribution.

G. “Court” means the Indiana Supreme Court, Court of Appeals, Tax Court, and all
Circuit, Superior, Probate, County, City, Town, or Small Claims Courts as well as
any division, section, office, unit, or other entity of the Court, as well as any of
the officers, officials, employees, volunteers, contractors, or others acting as
representatives lawfully representing the Court.

H. “Court Records™ means both Case Records and Administrative Records.

1. “Data” means any computer or machine-readable copy of Court Records provided
by a Court to the Requesting Party.

J. “Subscriber” means a client or customer of Requesting Party to whom bulk Data
or compiled information is provided or to whom access to bulk Data or Compiled
Information is given.

K. “Public Access” means the process whereby a person may inspect and copy the
information in a Court Record, not excluded by Rule 9(G) or (H).

L. “Requesting Party” includes the above-identified party and all entities and known
names under which the business operates, all subsidiaries that will utilize the Data
or Compiled Information provided and all names under which subsequent
individual requests to counties shall be made.

. Grant. Subject to permission from the counties or Courts identified below, the
Division hereby grants to the Requesting Party restricted authorization to receive
from such counties or Courts the Court Records specifically identified below for the
Requesting Party’s use in accordance with the terms and conditions contained herein.
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Execution of this Agreement and approval of the Requesting Party’s request by the
Division do not create any mandatory obligation on the part of any county or Court to
provide Court Records to the requesting Party. Pursuant to Administrative Rule 9(F),
the counties or Courts identified below must determine on an individual basis whether
resources are available to transfer the Court Records to the Requesting Party and
whether fulfilling the request is an appropriate use of public resources. Counties and
Courts must determine on an individual basis whether to assess a reasonable charge
and the amount of that charge for providing the Court Records to the Requesting
Party.

A. Court Records sought:
Probate estates both supervised and unsupervised, Trust, and Guardianships
B. Requested Counties: ALLgs, FRANKLIN, SHEWEY

Bartholomew, Brown, Clay. Clinton, Davisess, Decatur, Deleware, DuBois,

Elkhart, Favette, Fountain, Fulton. Gibson, Grant, Hamilton. Hancock. Henry,
Howard, Jay. Johnson, Kosciusko, LaGrange. LaPorte, Madison, Marshall, Miami

Montgomery. Morgan, Perry, Pike, Putnam, Randolph, Ripley. Spencer, Starke,
Sullivan, Vigo, Wabash, Warrick. Wayne, Wells, White, Whitley.

3. Rights and Interests. All rights, title and interests in and to the Court Records
including all intellectual property rights therein shall remain with the counties or
Courts. The Requesting Party shall not gain any proprietary right to or interest in any
Court Records provided to the Requesting Party as a result of this Agreement. All
rights, title and interests in materials created by or for Requesting Party for use in
connection with the Court Records including all intellectual property rights therein
shall be owned by the Division and the Requesting Party hereby assigns such rights,
title and interests to the Division. Those rights may not be transferred, assigned, or
sold for any purpose to any person, corporation, partnership, association, or
organization of any kind. The Requesting Party shall provide the Division with the
names of all entities related in any way to the Requesting Party, including subsidiaries
and affiliates, the names under which the Requesting Party is doing business and any
other related entity names. The Requesting Party shall supplement this agreement
within thirty (30) days of a change in the list of names provided to the Division as
requested by this Section 3.

4. Ongoing Data Scrubbing and Update Requirements. The Requesting Party shall
comply fully with Rule 9 and shall delete any Social Security Number, bank account
number and any other confidential information that is inadvertently included in the
Court Records and take other appropriate action to ensure that such confidential
information is not disclosed to others. Upon notice, the Requesting Party shall
comply with future orders to scrub data if they should arise.

5. Restrictions on Use of Data.

A. Compliance With Authorities. The Requesting Party shall comply with all
current and, as subsequently amended, federal and state laws, court rules,
administrative rules and policies governing, regulating, and/or relating to Court
Records.
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B. Resale of Data. Except as set forth in Section 6, the Requesting Party shall not
reproduce, resell or otherwise distribute the Court Records or Data provided
pursuant to this Agreement except in response to an inquiry from an individual for
a Court Record or compilations or reports incidental to such individual Case
Record as part of a service provided by Requesting Party. The Requesting Party
shall not reconfigure the Court Records for subsequent bulk distributions.

C. Policies for dissemination of Data. The Requesting Party shall not disseminate
Court Records to the public through remote electronic access such as the Internet
or other electronic method unless the County Clerk first obtains approval from the
Division under Trial Rule 77(K). In the event the Requesting Party plans to offer
a service allowing others to review the Court Records and disseminate
information in the Court Records to subscribers, customers, clients, or other third
parties, a current copy of the Requesting Party’s policies and information related
to the dissemination shall be attached hereto as an Exhibit B. The Requesting
Party is under an ongoing obligation to provide the Division with a copy of any
updated Policy information within thirty (30) days of its modification.

6. Bulk Transfer to Third Parties. If the Requesting Party has submitted a request to
transfer bulk Data or Compiled Information to third parties as part of the Request
attached hereto as Exhibit C and such request has been approved by the Division as
part of the Approval Letter attached hereto as Exhibit D, then the Requesting Party
may transfer the bulk Data and Compiled Information it is authorized to receive under
this Agreement to such third party subject to the terms of this Agreement. The
Requesting Party shall supplement its Request in Exhibit C with a copy of any
Agreement entered into with the third party subject to the execution of this
Agreement. The Requesting Party may not transfer bulk Data or Compiled
Information to any third party who has not signed a User Agreement with the
Division. The Requesting Party may not charge the third party any more than the
amount for time and material set forth in Exhibit C.

7. Reporting Requirement. Within thirty (30) days after the Requesting Party has
received the first or only distribution of Court Records, the Requesting Party shall file
with the Division of State Court Administration the Distribution Receipt Form,
attached hereto as Exhibit E (Form TCM-AR9(F)-3).

8. Disclosure Requirements. The Requesting Party shall provide a disclosure
statement similar to the one set forth below to each subscriber, customer, client or
other third party who is provided access to the Court Records at the time any
information from the Court Records is made available to them. At a minimum, the
Requesting Party will ensure that a statement similar to the one set forth below, is
displayed or provided to each subscriber, customer, client or other third party every
time information from the Court Records is made available.

The data or information provided is based on information obtained from
Indiana Courts on w4 (insert date most current version was created
or in the case of data from multiple sources, the range of dates relevant to the
displayed data). The Division of State Court Administration and the Indiana
Courts and Clerks of Court: 1) Do not warrant that the information is
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accurate or complete; 2) Make no representations regarding the identity of
any persons whose names appear in the information; and 3) Disclaim any
liability for any damages resulting from the release or use of the information.
The user should verify the information by personally consulting the official
record maintained by the court in question.

Non-applicable. The agency will be a recipient of data and used to aid in the recovery of
funds on behalf of the State of Indiana. The data received by the agency will not be

distributed to any parties outside of the agency staff employed in recovery of funds.

9.

10.

11.

Audits. The Division may, at its discretion, perform audits to verify compliance with
the terms and conditions of this Agreement and the appropriate use of the Court
Records. The Requesting Party shall cooperate with the Division in such audit.

A. The Requesting Party agrees that the Division may include “control™ or “salted”
data as a portion of the Court Records as a means to ensure that any personally
identifiable information is not used for commercial solicitation purposes or in an
indiscriminate and reckless manner.

B. The Requesting Party agrees to provide the Division with access, at no charge, to
any database created using the Court Records for the purpose of monitoring and
auditing contract compliance.

C. The Requesting Party agrees to provide the Division with copies of the materials
and information the Requesting Party provides its subscribers, customers, clients,
or other third parties.

Disclaimer of Warranties. The Division, Courts, and Clerks of Court provide no
warranties, express or implied and specifically disclaim without limitation any
implied warranties of merchantability and fitness for a particular purpose, with
respect to the Court Records or Data provided under this Agreement. All Court
Records and Data provided under this Agreement is provided “As Is”. The Division,
Courts, and Clerks of Court further provide no warranties, express or implied, that the
Court Records or Data is accurate, current, correct, or complete. It is expressly
understood that it is the responsibility of the Requesting Party and/or its subscribers,
customers, clients, or other third parties to whom the Court Records and Data is
supplied to verify the Court Records and Data with the official information
maintained by the Court having jurisdiction over the Court Records. Reproductions
of the Court Records or Data provided to the Requesting Party shall not be
represented as a certified copy of the Court Record.

Limitation of Liability. The Requesting Party acknowledges and accepts that the
Court Records or Data may include errors or omissions and, therefore the Requesting
Party agrees, that the Division, Courts, and Clerks of Court shall not be responsible or
liable in any way whatsoever for the validity of the Court Records or Data.
Specifically:
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. The Division, Courts, and Clerks of Court shall not be liable for any demand or

claim, regardless of the form of action, for any damages resulting from the use by
the Requesting Party or any of its subscribers, authors, clients or other third
parties of the Court Records or Data.

. The Division, Courts, and Clerks of Court shall not be liable for any demand or

claim, regardless of form of action, for any damages arising from incorrect or
incomplete information provided under this Agreement.

. The Division, Courts, and Clerks of Court shall not be liable to the Requesting

Party or any other party for any loss, including revenue, profits, time, goodwill,
computer time, destruction of data, damages or any other indirect, special or
consequential damage which may rise from the use, operation, distribution,
transfer or modification of the Court Records or Data.

12. Indemnification. The Requesting Party shall defend, indemnify, and hold harmless

13

the Division, Courts, and Clerks of Court, their respective employees and agents, and
the State of Indiana from and against all claims, demands, suits, actions, judgments,
damages, loss or risk of loss (including expenses, costs, and attorney fees) of any and
every kind and by whomever and whenever alleged or asserted arising out of or
related to any use, distribution or transfer made of the Court Records or Data by the
Requesting Party or any of its subscribers, customers, clients or third parties.

Assignment. The Requesting Party may not, without the express written permission
of the Division, transfer or assign: (i) this Agreement or any portion thereof; (ii) any
right or benefit accruing to the Requesting Party under this Agreement; nor (iii) any

claim arising under this Agreement. )

14, Termination and Renewal.

A. General. Either the Division or the Requesting Party upon thirty (30) days

written notice may terminate this Agreement without cause.
READ

B. Renewal. This agreement expires on January 31, 26097 subject to renewal upon

request by the Reguesting Party. Renewal Requests may be sent to the Division
after January 1, 2609. The renewal shall be for one calendar year. The Division
will post the Renewal Form on the Supreme Court website at
www.in.gov/judiciary/admin/forms/admin/index.html.

_ Termination for Cause. The Requesting Party shall be responsible and liable for

any violations of this Agreement by the Requesting Party or any officer,
employee, agent, subscriber, customer, or client of the Requesting Party or any
third party to whom the Requesting Party has transferred bulk Data or Compiled
Information and any such violation shall result in immediate termination of this
agreement by the Division, at which time all Court Records and Data supplied to
Requesting Party or any officer, employee or agent of the Requesting Party in any
form will immediately be returned to the Division. In such event, the Requesting
Party shall be liable for damages as authorized by law.

Page 6ol 8  TCM-AR¥F)-1 Revised 01/0% by Div. al State Court Administration



15.

Termination for Nonpayment. The Division may immediately, without notice,
terminate this Agreement for failure of Requesting Party to pay an invoice for
costs associated with the preparation or transfer of the Court Records and Data
outstanding longer than 30 days.

Termination in Event of Assignment. The Division in its sole discretion may
terminate this Agreement without notice if the Requesting Party transfers or
assigns, without the express written permission of the Division: (i) this Agreement
or any portion thereof: (ii) any right or benefit accruing to the Requesting Party
under this Agreement; nor (iii) any claim arising under this agreement.

Termination in Event of Failure to Update. The Requesting Party is under an
ongoing obligation to provide the Division with a complete list of entities and
names under which the Requesting Party conducts business., The Division, in its
sole discretion, may terminate this Agreement if the Requesting Party does not
update any of the information required to be submitted in the Request attached as
Exhibit C.

Attachments. This Agreement incorporates by way of attachment the following:

A.

c.

D.

E.

A list of all known business entity names related to the Requesting Party that will
participate in the use and dissemination of the Data provided as Exhibit A;

The company policies provided to the Requesting Party’s subscribers, customers,
clients or other third parties as Exhibit B;

The original Request provided to the Division from the Requesting Party as
Exhibit C; and

The approval letter provided to the Requesting Party from the Division as Exhibit
D.

The Distribution Receipt Forms (Form TCM-AR9(F)-3).

These Exhibits may be amended or modified and are required to be updated by the
Requesting Party in accordance with the terms of this Agreement. The amendments
and or modifications shall be incorporated into this Agreement by reference on the
attachments.
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The undersigned individuals represent that they have the authority to execute this
Agreement on behalf of their respective parties and execute this Agreement to be

effective this25th day of APTi2608~ Lo
J D¥HS P F._-L.mmqla.rzﬂ-

Requesting Party Division
Sl S Bl Suben
e | (2w
Printed: Michael J. Staresnick Lilia Judson
Title: Estate Recovery Manager Executive Director, Indiana Supreme Court

Division of State Court Administration

Felbruany V0, 2029

Date;

Date: Frbfuﬂ-r% 23 _200%
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Exhibit A

KNOWN BUSINESS ENTITY NAMES

The Indiana Family and Social Services Administration

Office of Medicaid Policy and Planning

Division of Family Resources

Division of Aging

Division of Mental Health and Addictions
Division of Disability and Rehabilitative Services
Division of Technology Services

1



Exhibit B

COMPANY POLICIES

B.1. HIPPA Privacy Policy and Procedure Manual

B.2. HIPPA Security Policy and Procedure Manual



Family and Social
Services Administration

Office of Medicaid
Policy and Planning

HIPAA
Privacy Policy and
Procedure Manual

VERSION 6.4 (May 1, 2006)
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Section 1: Introduction

HIPAA

The Health Insurance Portability and Accountability det (HIPAA),
Public Law 104-191 was enacted on August 21, 1996, HIP AA contains
three major provisions:

* Portability — Final rule published in 1997;

* Fraud and abuse/Medicare integrity program — Final rule published in
1998: and

+  Administrative simplification — First final rule published August 17,
2000.

Administrative
Simplification

The purpose of the administrative simplification provision is to improve
health programs and the effectiveness and efficiency of the health care
industry. This is accomplished by adopting common standards for health
plans, health care clearinghouses, and health care providers that transmit
or store any of the covered transactions provided in the Standards for
Electronic Transactions final rule. As a health plan, the THCP is
required to comply with all HIPAA-related rules pertaining to:

»  Administrative transactions,

= Umique identifiers,

+ Code sets,

* Privacy, and

+ Securily.

Privacy

The THCP, as a health plan, is required to comply with all requirements
in the Privacy Rule as of April 14, 2003. The THCP must have written
policies, procedures, and safeguards in place, and all staff must be
trained on these requirements.

Please note that business associates are responsible for compliance with
the Privacy Rule for the functions contracted by the IHCP. This manual

provides policies and procedures that the IHCP must comply with. For a
complete definition of business associate, refer to the Glossary included
in this manual.

The Department of Health and Human Services (HHS) Office for Civil
Rights (OCR) will be the enforcing agency for the Privacy Rule, to
which a member can file a complaint if they believe that the IHCP is not
protecting their information, Hereafter, the Secretary of the HHS will be
referred to as the Secretary.

Fersion & 4-May /. 2008
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Overview

Privacy
Regulations

Administration
of Privacy
Regulations

The Family and Social Services Administration (FSSA), Office of
Medicaid Folicy and Planning (OMPP), HIPAA Privacy Policy and
FProcedure Manual is designed to provide the FSSA/OMPP staff
member with the policies and procedures necessary to comply with
the Health Insurance Portability and Accountability Act (HIPAA)
Standards for Privacy of Individually Identifiable Health Information
final rule, published August 14, 2002.

Note: The Indigna Health Coverage Programs (IHCP) includes all
OMPP programs and staff, All references to the IHCP within this
manual also includes OMPP programs and staff.

The Standards can be found in 45 Code of Federal Regulations (CFR)
Parts 160 and 164, Hereafier, the Standards will be known as the
Privacy Rule.

OMPP has established a privacy office for the IHCP to act as the
gatekeeper of member protected health information (PHI), and most
requests will be routed through this office.

EDS" Privacy Unit, as contracted by the OMPP, will function as the
[HCF Privacy Office. Contact information for this office is as
follows:

IHCP Privacy Office
P.O. Box 7260
Indianapolis, Indiana 46207-7260

The phone numbers for the IHCP Privacy Office are:
(317) 713-9627 or 1-800-457-4584

The IHCP Privacy Office pomnt of contact for the OMPP staff is the
OMPP Privacy Coordinator. The OMPP Privacy Coordinator will be
responsible for ensuring that FSSA/OMPP staff members and
contractors are in compliance with the Privacy Rule. Any questions
regarding the Privacy Rule should be directed to the OMPP Privacy
Coordinator. The current OMPP Privacy Coordinator is Jenifer
Melson, (317) 233-0446.
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Administration
of Privacy
Regulations
(continued)

HIPAA
Compliance:
Role of OMPP
Staff Members

Requirements
of the IHCP

What is
Protected
Health
Information
(PHI}?

Fergian 6.4 May 1. 2006

The IHCP Privacy Office and the OMPP Privacy Coordinator, along
with all members of the OMPP staff, under the auspices of FS5A's
Privacy Official, are responsible for the overall compliance with the
HIPA A rules and regulations relating to privacy of member’s
protected health information for the Indiana Health Care Programs.
This includes Medicaid, the Children’s Health Insurance Programs
(CHIP), and 590 Program.

In most cases, FSSA/OMPP staff members will refer requests for PHI
to the IHCP Privacy Office. All written requests for member PHI will
be submitted to the IHCP Privacy Office for processing, with the
exception of requests related to TPL (which will continue to be
handled by the EDS TPL Unit).

However, FSSA/OMPP staff members will continue to use and
disclose PHI within the authorized, routine duties of their assigned
positions. Staff members must be cognizant of the Privacy Rule in
carrying out these authorized duties. This manual details appropriate
procedures that each staff member must follow when using and/or
disclosing PHI.

It is important that each staff member be aware of the requirements
within the Privacy Rule, and of their obligation under the Privacy
Rule 1o safeguard all PHL

Any questions that FSSA/OMPP staff members may have regarding
the Privacy Rule should be directed to the OMPP Privacy
Coordinator,

The Privacy Rule requires the Indiana Health Coverage Programs
(IHCP), as a health plan, to provide protection and security 1o a
member’s protected health information (PHI) that is transmitted or
maintained in any form, including oral communication.

A member’s PHI includes the demographic information, recipient
identification number (RID) number, and claim information
{(accounting or claim payment). For a complete definition of protecred
health information, refer to the Glossary included in this manual.




When can a
member's PHI
be released?

Use of PHI in
daily work
activities

IHCP Member
Rights

The policies and procedures contained within this manual will guide
the FSSA/OMPP staff member in determining the steps to take when
asked to provide a member’s PHI (o the member, the member’s
personal representative, or to another unit within FSSA, or another
external agency or entity requesting the information,

In most units, the staff member will not provide any member PHI, but
will refer the request on to the THCP Privacy Office.

The Privacy Rule also requires each staff member to be aware of the
PHI that they use in their daily work activities. Not only must the
staff member protect the member’s information in regard to requests,
but also in their work functions and work environment. The Privacy
Rulde requirements establish specific administrative, technical, and
physical safeguards. These safeguards cover such common activities
as conversation's regarding a member’s PHI, the access of a
member's PHI, the copying and faxing of PHI, and the proper
disposal of PHI documents.

NOTE: The policies and procedures contained within
this manual are not intended to prevent staff members
from using and disclosing PHI within the authorized,
routine duties of their assigned positions. The
procedures OMPP staff must follow when carrying out
these authorized duties are detailed throughout the
appropriate sections of this manual. Appendix G of this
manual provides a “quick reference guide” of
procedures to be followed by staff members when using
and disclosing PHI in their daily work activities.

As provided in the final Privacy Rule, the member has the right of
assurance that his or her health information is secure and is used by
the FSSA/OMPP staff, including contractor staff such as EDS, in the
appropriate and most secure manner possible, as required by the
Privacy Rule. Each staff member is responsible for safeguarding the
member’s PHI in his or her daily work and work environment.
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Document Organization

This manual contains the following information for the employee's
reference and use when a question arises regarding the use or disclosure
of a member's PHI:

» Privacy policy and procedure sections, containing:
— The purpose of the section,
— The IHCP-specific policy, and
— The IHCP-specific procedure.

= Glossary explaining terms in relation to the HIPAA Privacy Rule.

= Appendices A-F containing forms and notices referenced in this
manual,

« Appendix G containing a “quick reference guide” for FSSA/OMFPP
staff on their roles in handling PHI uses and disclosures,

Note: Where appropriate, Code of Federal Regulations {CFR)
citation(s) are provided. For additional information regarding the
policy and procedures, refer to the CFR.

Most common
policy and
procedure
documents

The specific privacy policy and procedure documents that will be
referenced most commonly by emplovees are categorized as follows:

« Notice of Privacy Praclices,

« Uses and disclosures of protected health information,
* Minimum necessary requirements,

= Uses and disclosures of protected health information when member
authorization is not required,

= Member rights, and

* Privacy of PHI information requirements to be followed by all
FSSA/OMPP staff.

Definitions

For a complete listing of definitions associated with the Privacy Rule,
refer to the Glossary included in this manual,
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Summary

HIFAA
rules and
regulations

Purpose of
this manual

On August 21, 1996, the Health Insurance Portability and
Accountability Act, commonly known as HIPAA, was signed into law,
As its name implies, HIPAA included a number of provisions to make
health coverage more portable for employees changing jobs by limiting
exclusions for pre-existing conditions, In addition, HIPAA alse included
a set of “Administrative Simplification™ provisions, which were
intended to improve the efficiency and effectiveness of the health care
system.

In drafting HIPAA, Congress recognized the threats to confidentiality
posed by the growing complexity of the health care system and the
increased used of electronic data interchange that HIPAA itself was
intended to encourage. Thus, the Administrative Simplification
provisions of HIPAA authorized the U.S. Department of Health and
Human Services (HHS) to issue standards for the privacy of individually
identifiable health information if Congress failed to enact health care
privacy legislation by August 21, 1999, Congress failed to meet this
self-imposed deadline, and HHS published proposed regulations on
November 3, 1999, The Department reviewed more than 52,000
comiments in response to the proposed rule and published a final rule
shortly before the end of the Clinton administration. The Bush
administration published a revised final rule, referred to as the Privacy
Rulde, on August 14, 2002,

This manual is a resource provided to assist OMPP staff members in
interpreting the Privacy Rule. Key components of the Privacy Rule are
presented in sections. Policies and procedures, specific to the IHCP, are
provided in each section.

It is important for all OMPP staff to be knowledgeable of the Privacy
Rule, as presented in this manual, in addition to the policies and
procedures specific to the IHCP, to ensure compliance with HIPAA
rules and regulations,
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Questions or
concerns
relating to
privacy

Any questions that FSSA/OMPP staff may have regarding the contents

of this manual, or questions relating to privacy, will be directed to the
OMPP Privacy Coordinator.

If you have any concerns or doubts about your authority to use or
disclose any IHCP PHI, contact the OMPP Privacy Coordinator for
clarification.

If you believe any FSSA/OMPP staff members or contractors are using
or disclosing PHI mappropriately, either intentionally or unintentionally,
please notify the OMPP Privacy Coordinator,
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Section 2: Notice of Privacy Practices

Purpose

Policy

To issue instructions to all FSSA/OMPP staff and IHCP contractor staff
regarding the policy for the creation, revision, and mailing of the Notice
of Privacy Practices to [HCP members,

The THCP is responsible for issuing a Notice of Privacy Practices (NPP)
document to IHCP members, which provides notice of the uses and
disclosures of PHI that may be made by the IHCP, of the member's
rights, and of the [HCP legal duties with respect to PHL

The Notice of Privacy Practices document {Appendix A) contains the
information that the IHCP is required to provide to each IHCP member
pursuant to 45 CFR 164,520,

Initial Mailing
of the Motice
of Privacy
Practices

The first Notice of Privacy Practices will have been mailed to all current
IHCP members in April 2003, prior to the HIPAA Privacy Rule
compliance date of April 14, 2003. The members’ enrollment status will
be determined at the time of the notice print date. This date will be used,
in the future, as the date to determine if a member has received the
required notice,

Posting of
NPP on
Web Site

The notice will be maintained on the
http:/(www.in.gov/fssa/servicedisabl/medicaid/'medprivacy. htm] Web
site and will be provided upon request to any member except for
correctional facility inmates, who do not have a right to notice.

Ferseon 6 4-Aaj [, 20088
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Mailing of
HPP to new
members

Subsequent
mailings of
the NPP

After the initial mailing of the notice, all new members will receive the
Notice of Privacy Practices document with their new IHCF RID
identification card. For IHCP members who do not receive an automatic
mailing of the IHCP RID identification card, a separate notice mailing
will occur upon the member's enrollment in one of the following IHCP
programs or aid categories:

« 390 Program

* Special Low Income Medicare Beneficiary (SLIMB)

» Qualified Individual -1 (Q1-1)

= Qualified Disabled Working Individual (QD'WT)

« (ualified Medicare Beneficiary (QMB)

For these five groups, a ‘notice only' file will be created within

Indianad/M, which will generate the notice mailing process outside of
the IHCP RID card creation process,

The THCP will notify covered members of the availability of the notice
and how to obtain the notice, no less frequently then once every three
vears. Therefore, the next scheduled time for release of this notice o

Revisions to
the Motice of
Privacy
Practices

Verzion 6.4=May ., 2004

The IHCF will provide a revised Notice of Privacy Practices document
to members within 60 days of a material revision to the notice, if
applicable,
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Procedure

NFP
Mailing

The fiscal agent will mail the NPP to all new members upon their

enrollment in the IHCP, and to all members within 60 days of any
material change 1o the notice. Members received an initial mailing
during April of 2003,

After the initial mailing, the IHCP will notfy covered members of the
availability of the NPP at least every 3 vears.

Web Site

The NPP will be maintained on the
Jittpefwwews in.povifssalservicedisabl/medicaid/medprivacy. html Web
site.

Guestions

Any requests for additional copies of the NPP, or questions related to
the NPP, should be referred to the IHCF Privacy Office at the fiscal
agent. .

The address for the IHCP Privacy Office is:
[HCP Privacy Office
P.0O. Box 7260
Indianapolis, Indiana 46207-7260

The phone number is: (317) 713-9627 or 1-800-457-4584

NFPP
Document

The Notice of Privacy Practices document, as mailed to all IHCP
members, is shown in Appendix A.

Vergion 6 4 May 1 200
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Section 3: Permitted and Required Uses and

Disclosures of Protected Health
Information

Purpose

Policy

Use of PHI for
Treatment,
Payment, and
Health Care
Operations

(TPO)

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for permitted uses and disclosures of PHL

The THCP 1s allowed to use or disclose PHI, to the extent permitted by
the Privacy Rule.

The IHCP must document (i.e., account for) all instances in which PHI
is released to an external entity for purposes other than treatment,
payment, or health care operations, since an IHCP member has the right
to request and receive an accounting for such disclosures (please refer 1o
Section 18 of this manual, decounting of Disclosures to Member, for
further explanation).

For a complete definition of treatment. pavment, and healthcare

operations (TPA), refer 1o the Glossary included in this manual,

The majority of PHI received and disclosed by the ITHCP is used for
treatment, pavment, and healtheare operations (TPO), so the disclosure
of PHI for other purposes should be minimal.

Accounting of
Disclosures
to Members

The Accounting of Disclosures to Member section (Section 18 in this
manual) should be referenced to determine which disclosures the [HCP
must account for, and what information must be documented and
maintained in order to provide an accounting of disclosures to members
upon request by a member.

Verseon & 4-Mav [, 26
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Permitted
Uses and
Disclosures

The IHCP may use or disclose PHI:

* To the member;
* For treatment, payment, or healthcare operations (TPO);

= As permitted by, and in compliance with, the following situations:
— Uses and disclosures required by law;

For public health activities, if required by law;

Health oversight agency;

Judicial proceedings;

Research (for a related State Plan purpose); and

Law enforcement purposes; or

I

* Pursuant to an authorization or agreement by the member.

Required
Disclosures
of PHI

The THCP is required to disclose protecied health information:

* To a member or o a member's personal representative, when
requested under, and as required by the Privacy Rule, or

* When required by the Secretary of HHS to investigate or determine
the IHCP compliance with the Privacy Rule.

Routine uses
or disclosures

Versian & 4-AMay [ X6

A rourine use or disclosure is one of a series of repetitive uses or
disclosures:

+ Which are made to the same person or entity, pursuant to a single
authorization and

+ Which are for the same purpose, pursuant to a single authorization; or
* Which are permitted without authorization under the Privacy Rule,
for the purposes of treatment, payment, or healthcare operations.

All routine use or disclosure requests that require authorization will be
forwarded to the IHCP Privacy Office, who will then complete the
request and document the recurring PHI use or disclosure,

The uses and disclosures must be documented according to the
Accounting of Disclosures to Member Section 18, as appropriate,
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A non-routine use or disclosure is a unique, one-time request made by a

E:::::’“ne person or entity for the use or disclosure of PHI pursuant to an

disclosies authorization, or as permitted without authorization under the Privacy
fule (1.e., not for the purpose of weatment, payment, or healthcare
operations).
All non-routine use or disclosure requests that require authorization will
be forwarded to the IHCP Privacy Office, who will then complete the
request and document the PHI use or disclosure.
Some requests might be denied.
If release of the PHI is approved, the Privacy Office will coordinate the
requested release with the appropriate EDS Unit, OMPP Unit, or HCE
Unit.
The uses and disclosures will be documented as found in the dccounting
of Disclosures to Member Section 18, as appropriate,

Minimum When using or disclosing PHI, the IHCP must:

Mecessary

Regquirement  * Provide only the minimum necessary PHI to accomplish the intended
purpose of the use, disclosure, or request (for additional information,
see Section 4, Minimum Necessary Reguirements, of this manual);
and

+ Have appropriate administrative, technical, and physical safeguards
in place to protect the member's PHI (for additional information, see

Section 20, Protected Health Information Safeguards, of this

manual).

Lo
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Procedure

Disclosure of
PHI for TPO

OMPP staff members will continue to use and disclose PHI within the
authorized, routine duties of their assigned positions. For example, if an
individual calls a staff member with a simple request, but one which
would require the staff member to release PHI to that individual, the
staff member may sull directly respond to this individual after following
the proper protocols to verify the identity and authority of the requesting
individual.

Specific disclosure requirements and protocols are provided Appendix G
of this manual.

Disclosure of
PHI for
purposes
other than
for TRO

PHI will not be used or disclosed for any purposes other than
treatment, payment, and healthcare operations (TPO), without the
express approval of the OMPP Privacy Coordinator.

PHI disclosure requests which are outside the authority of OMPP staff
members, should be forwarded to the IHCP Privacy Office:

IHCP Privacy Office
P.0O. Box 7260
Indianapolis, Indiana 46207-T260

The phone number is: {317)713-9627 or 1-300-457-4584

Definition
of TPO

See the Glossary included in this manual for a detailed definition of
TPO.

Regulatory Requirements and Authority: 45 CFR 164.502

Ferzron & 4= May 1. 2004
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Section 4: Minimum Necessary Requirements

Purpose

Policy

Minirnum
Mecessary
Requirement

To issue instructions to all F§5A/OMPP staff regarding the policy and
procedures relating to the minimum necessary requirements for the use
and disclosure of PHI

This section pertains specifically to the use and disclosure of PHI
information outside of the IHCP.

Refer to the Protected Health Information dccess for Stafi Use, Section
19 of this manual, for further detail regarding the minimum necessary
requirements for FSSA/OMPP staff.

For most PHI uses and disclosures, the IHCP must apply the minimum
necessary requirements, The THCP shall limit access and use of PHI by
its staff and contractors to the minimum necessary to accomplish the
defined work functions. The requirements also apply to PHI requests
made by, or on behalf of, the IHCP to another covered entity.

Types of
information
for which
access
limitations
apply

The access limitations apply to electronic, paper, and oral
communication of PHIL, This is inclusive of IndianadfM, OnDemand,
and Business Objects access, along with any other database or
repository of information containing PHIL

Exclusions to
the Minimum
Necessary
Requirement

There are instances in which the minimum necessary limitation is not
required, including:

« Disclosures made to a member's health care provider for the purpose
of providing treatment;

+ Disclosures made to the member or through the member’s written
authorization in regard to their own PHI; or

+ Uses or disclosures required by law, and when required by the
Secretary of HHS to investigate or determine THCP compliance with
the Privacy Rule.

Versian & 4 -Mop | 04
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Procedure

Limited
access by
FSSAIOMPP
staff

Disclosure of
PHI for TPO

Disclosure of
PHI for
purposes
ather than
for TPO

Definition of
TPOD

F35A/OMPP staff will have access to the minimal amount of member
PHI that is necessary to perform required work functions.

The appropriate unit supervisor will be responsible for determining
access needed for assigned staff members, and for granting the
appropriate access to assigned staff members.

Documentation regarding such access will be maintained by the OMPP
Privacy Coordinator.

OMPP staff members will continue to use and disclose PHI within the
authorized, routine duties of their assigned positions. PHI used for such
authorized purposes will be limited to the minimum necessary to
accomplish the defined work functions. Refer to Table 4.1 on the
following page for a summary of specific disclosures (including
disclosure of TPO) that must be limited to the minimum necessary.

PHI will not be used or disclosed for any purposes other than
treatment, payment, and healthcare operations (TPO), without the
express approval of the OMPP Privacy Coordinator. Use or disclosure
of PHI will then be limited to the minimum necessary to accomplish the
defined work functions.

See the Glossary included in this manual for a detailed definition of
TPO.

Regulatory Requirements and Authority:
45 CFR 164.502(b) and 164.514(d)
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Table 4.1: Protected Health Information -
Summary of Minimum Mecessary Requirements

PHI release requested to/for:

Minimum Necessa ry
Standard Applies

To a member

To a member's persanal
_representative/legal guardian

fter verification of identit
NEI _after verification of :denm
 To a member’s health care provider* Nn~ af ifi

'To a member's attorney

Mo- after autbqr,i.zﬂim_

To a member's legislative representative

MWo- after authorization,

To a deceased member's personal
representative

Mo- after verification of
identity/authorization,

For payment purposes™®

Yes

For health care operation purpuses;_:

Yes

Required by law

PHI release must be limited to the relevanl
requirements of the specific law.

For public health activities

PHI release must be limited to the relevant
requirements of the specific law,

For law enforcement purposes Yes

For health oversight activities Yes =
For wurke.r s mmpansation activities Yes
To the Secretary of HHS No

De-identified information

Individua Iy identifiable information is

removed before disclosure,

Limited data set

May only be used for research, public health,
or health care operation purposes, select
direct identifiers are removed from
information before disclosure.

By a whistleblower

Yes

By a workforce crime victim

Limited to the requirements in 45 CFR
164.502(j)

Prior to April 14, 2003

Mo

* Psycholherapy notes can be disclosed without member awthorization ONLY for the following specific

treatment, payvment, and health care operations:

+  Useby the originator of the psychotherapy notes for treatment
*  Useor disclosure by the IHCP to defend itself in a legal action or proceeding brought by the

member

o A use or disclosure permitted with respect to the oversight of the health care provider originating

the psychotherapy notes.

»  Forany ather use, coordinate with the OMPP Privacy Coordinator.
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Section 5: De-identified Protected Health
Information

Purpose

Policy

De-identified
information
and PHI
requirements

Definition of
de-identified
information

Limited
Data Set

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to the de-identification of PHI and the use of de-
identified PHI.

Health information that meets the standards for de-identified PHI is not
considered to be individually identifiable information. The
requirements for PHI use and disclosure do not apply to de-identified
PHI if the requirements for de-identifying the information have been
met and the disclosure of a code or other means of re-identification
have not been disclosed to the de-identified information requester.

The IHCP is permitted to use PHI to create information that does not
individually identify members. De-identified PHI is information where
the removal of data elements has made the identification of a member
impossible from the data contained on a released document, released
dataset, or disclosed orally.

PHI that excludes specific direct identifiers of the individual or of
relatives, employers, or household members of the individual
constitutes a limited data set. A limited data set is considered de-
identified PHI and therefore not considered to be individually
identifiable information. See [HCP Limited Data Set, in the Glossary
Section of this manual, for a complete description of a limited data set,
as applicable to the [HCP,

Fermion &.4=May |, 2006
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Requirements
of de-identified
PHI

The IHCP may determine that health information is de-
identified PHI only if:

= A person with appropriate knowledge of and experience with
generally accepted statistical and scientific principals and methods
renders the information individually de-identified; AND

The following identifiers of the member or of relatives, employers
or household members of the individual are removed (limited data
set):

— Mames;

— All geographic subdivisions smaller than a State, including street

address, city, county (except as noted below®), precinct, zip
code, and their equivalent geocodes, except for the initial three
digits of a zip code if the geographical unit formed by the zip
code contains more than 20,000 people;

All elements of dates (except year) for dates directly related to
member, including birth date, admission date, discharge date,
date of death; and all ages over 80 and all elements of dates
{including year) indicative of such age, except that such ages and
elements may be aggregated into a single category of age 90 or
alder;

Telephone numbers;

Fax numbers;

Electronic mail addresses;

Social security numbers;

Medical record numbers;

Health plan beneficiary numbers;

Account numbers;

Certificate/license numbers;

Vehicle identifiers and serial numbers, including license plate
numbers;

Device identifiers and serial numbers;

Web Universal Resource Locators (URLs);

Intemnet Protocol (IP) address numbers;

Biometric identifiers, including finger and voice prints;

Full face photographic images and any comparable images; and
Any other unique identifying number, characteristic, or code; and
the covered entity does not have actual knowledge that the
information could be used alone or in combination with other
information to identify an individual who is subject of the
information.

Ferzion 6 g=May [, 2006
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Requirements
of de-identified
PHI {continwed)

Permitted use
and disclosure
of de-identified
PHI

Accounting of
disclosures

Re-identification
of otherwise
de-identified
PHI

*NOTE
In counties or any other geographic subdivisions with populations
less than 20,000 (this could be a city, zip code, precinet, etc.), the
geographic identifier must be removed. If County X and County Y
each have populations of less than 20,000, then these county codes
must be removed, in addition to other identifying information as
detailed above, in order for the data set to be considered limited.
However, if County Z has a population of 50,000, then the county
identifier may be provided and the data set would still be considered
a limited data set.

The IHCP 15 permitted to use de-identified PHI and can release de-
identified information without the member’s consent.

The THCP is not required to account (i.e., document} for the disclosure
of de-identified PHI to the member.

Disclosure of a code or other means of record identification designed
to enable coded or otherwise de-identified information to be re-
identified constitutes disclosure of PHI,

If de-identified information is re-identified, the IHCP may use or
disclose such re-identified information only as permitted or required
by the Privacy Rule.

Fersion 6 4-May I, 2006

53



Procedure

Who will de-
identify PHI

De-
identification
for routine
releases

De-
identification
for non-
routine
releases

Only FSSA/OMPP staff designated by the OMPP Privacy Coordinator
will perform the de-identification process for PHIL

Key staff, designated by the OMPP Privacy Coordinator, will be
responsible for verifying that PHI has been properly de-identified. This
needs to be done only the initial time for routine reports or releases (for
example, a report produced each quarter for entity X, would only need
ta be verified one time, prior to the initial release, and does not need to
be verified prior to each quarterly release UNLESS changes are made to
the report content).

For non-routine reports or releases, the key staff member(s) identified
by the OMPP Privacy Coordinator will verify each time that the PHI had
been properly de-identified prior to release of information to any person
or entity {for example, a single report requested by entity X, that is not a
standard report produced for release, would be classified as a non-
routine report and would therefore require verification prior to release)

Regulatory Requirements and Authority:
45 CFR 164.502(d) and 164.514(a)-(c)
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Section 6: Disclosures to Business Associates

Purpose

Policy

Business
Associates
(defined)

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for permitted uses and disclosures of PHI to their business
associates,

A person or organization that performs a function or activity on behalf
of the THCP, but is not part of the FSSA/OMPP staff, such as EDS,
Health Care Excel (HCE), or Myers and Stauffer.

Use of a
business
associate

The THCP contracts with numerous business associates to carry out
functions on behalf of the IHCP. The THCP uses business associates to
arrange, perform, or assist in the performance of a function or activity
involving the use or disclosure of PHI, including claims processing, and
health care operations, on the behalf of the THCP.

Disclosures to
Business
Associates

Before the THCP may disclose PHI to a business associate or allow a
business agsociate to create or receive PHI on behalf of the ITHCP, the
[HCP must obtain satisfactory assurance in the form of a written
business associate agreement, or contract amendment containing terms
of a business associate agreement. The terms of the business associate
contract or amendment must specify that the business associate will
appropriately safeguard and limit the use and disclosure of PHI to the
minimum necessary to fulfill their contractual requirements.

Business
Associate
Agreement

The language in the business associate agreement requires the business
associate to adhere to all federal and state laws and statutes for the
prvacy of PHL

Feraron & 4 May 1, N0
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Breach or
Violation by
a business
associate

Exclusions

Procedure

Releasing PHI
to business
associates

If the THCP learns that a business associate has materially breached or
violated the satisfactory assurance of its business associate contract, the
[HCP must take prompt, reasonable steps to see that the breach or
violation is cured. If the business associate does not promptly and
effectively cure the breach or violation, the THCP must terminate the
contract with the business associate, or if contract termination 15 not
feasible, report the business associate’s breach or violation to Health and
Human Services.

This standard does not apply:

= With respect to disclosures by the I[HCP to a health care provider
concerning the treatment of a member; or

+  With respect to uses or disclosures by the IHCP, county caseworkers,
and staff who maintain the Indiana Client Eligibility System (ICES)
as they relate to the determination of member eligibility and
enrollment in the THCP.

* Neither providers nor the local office of Family and Children are
considered “husiness associates” under HIPAA.

Business associates may require PHI to effectively perform contracted
functions of the IHCP. PHI may be disclosed to business associates only
to perform authorized functions as specified in the approved business
associate agreement.

Questions

Vernion & - May |, M4

Any questions regarding release of PHI to business associates should be
addressed to the OMPP Privacy Coordinator.
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Suspected
breach or
violation

Verified
breach or
violation

Mitigation

The OMPP Privacy Coordinator should be notified immediately if a
business associate 15 suspected of breaching or violating their business
associate agreement.

The OMPP Privacy Coordinator will document and investigate the
suspected breach or violation. If a violation or a breach has occurred the
business associate will be given an opportunity to cure the breach or
violation.

If the business associate does not promptly and effectively cure the
breach or violation, the IHCP will terminate the contract with the
business associate,

The IHCF must mitigate, to the extent practicable, any harmful effect
that is known to the [HCP of a use or disclosure of protected health
information in violation of policies and procedures, or of any
requirements contained within the Privacy Rule, by a business
associate,

Regulatory Reguirements and Authority: 45 CFR 164.502(e)
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Section 7: Protected Health Information of

Deceased Members

Purpose

Policy

Rights of
personal
represantative

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for acceptance of, response to, and documentation of
requests for PHI of deceased members.

The IHCP must allow the personal representative of the deceased
member the right to inspect or copy the member’s PHI contained in the
designated record set (for a complete definition of designated record set,
refer to the Glossary included in this manual), Notice of these rights and
the process for the member's personal representative to follow in order
to exercise them are provided to each IHCP member in the Notice of
Privacy Practices.

The THCP is allowed to use or disclose PHI of a deceased member to a
personal representative who is permitted under applicable law to act
with respect to the interest of the deceased or on behalf of the
deceased’s estate or to make decisions regarding the deceased member’s
PHI. Proof of the representative's identity and authority must be
provided prior to the release. See Appendix C for the Ferification of
fdentity and Authoriry Form,

Requests for
access to
records by the
personal
representative

The IHCP will require that the personal representative of the deceased
member make the request in writing. All requests for access received by
the IHCP Privacy Office will be documented, reviewed, and responded
to the requesting personal representative of the deceased member by the
IHCP Privacy Office, within the timeframes required by the Privacy
Rule.
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Requirement
to protect PHI
of deceased
members

When the
IHCF is not
the originator
of the PHI

Accounting of
disclosures

Procedure

Requests for
PHI for
deceased
member

The THCP must comply with the PHI requirements of the Privacy Rule
with respect to the PHI of a deceased member. The IHCP is required to
protect PHI about deceased members for as long as it maintains the
information.

In most cases of PHI, the IHCP is not the originator of the information,
In cases where ITHCP is not the originator, the IHCP will refer the
member to the healthcare provider originating the PHI.

The accounting of disclosures for a deceased member’s PHI is treated
like that for a living member's PHI, including the exceptions as noted in
the Accounting of Disclosures to Member Section 18, The decedent’s
personal representative has the right to request and receive the
disclosure accounting. The IHCP Privacy Office will manage all
requests for disclosure accountings.

The IHCP Privacy Office will manage all requests for copies of PHI
from deceased member’s authorized personal representatives, with the
exception of those requests related to Medicaid estate recovery. This
includes requests for copies of PHI that may be maintained by
FSSA/OMPP staff.

If'a deceased member's representative requests a copy of their PHI, refer
them to the IHCP Privacy Office.

[HCP Privacy Office
P.O, Box 7260
Indianapolis, Indiana 46207-7260

The IHCP Privacy Office will be responsible for verification of the
individual requesting information on behalf of a deceased member.

Regulatory Requirements and Authority:

45 CFR 164.502(f) and 164.512(g)

Vermion & 4-May |, 2006
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Section 8: Disclosures to Personal
Representatives and Rights of Minors

Purpose

Policy

Rights of the
Personal
Representative

Requests for
PHI by a
Personal
Representative

When the IHCP
is not the
originator of
the PHI

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for disclosures of PHI to a member's personal
representative and the rights of a minor,

A designated personal representative of a member has the right to
inspect and obtain a copy of the member’s PHI in the THCP designated
record set, The IHCP must treat a personal representative as the
member with respect to PHIL, except as indicated in the Privacy Rule for
unemancipated minors (as defined in the Glossary), and in situations of
abuse, neglect, and endangerment.

See Appendix [ to access the Personal Representative Authorization
Form, which is used to designate a member's personal representative.

The IHCP will require the personal representative to complete a written
request using the Member Access Reguest form (see Appendix B). The
personal representative must provide a copy of documentation
supporting representation of the member. All written requests for access
received by the IHCF Privacy Office will be documented, reviewed,
and responded to by the IHCP Privacy Office, within the timeframes
required by the Privacy Rule.

In most cases of PHI, the IHCP is not the originator of the information.
In this case, the [HCP will refer the personal representative to the
healtheare provider originating the PHL.

Versrour & d-AMay . 20048
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Unemancipated
Minors

Parental
Rights

Adults and
Emancipated
Minors

Revocation of
rights as a
personal
representative

In the state of Indiana, a parent, guardian, or other court appointed
representative is entitled to exercise the member’s rights on the
member’s behalf if the member is an unemancipated minor. The IHCP
must treat such individuals as personal representatives of members who
are unemancipated minors, with respect to PHL

A custodial parent and noncustodial parent of a child have equal access
1o the child’s health records unless:

* A court has issued an order that limits the noncustodial parent access
to the child's health records; and

* The IHCP has received a copy of the court order; or
* The IHCPF has actual knowledge of the final court order.

If under state law a person has authority to act on behalf of a member
who is an adult or an emancipated minor in making decisions related to
health care, the IHCP must treat such person as a personal
representative with respect to PHIL

The IHCP may decide not to treat a person as the personal
representative of a member if the IHCF has a reasonable belief thar:

* The member has been or may be subjected to domestic violence,
abuse, or neglect by such person; or

+ Treating such person as the personal representative could endanger
the member; and

* The IHCP, in the exercise of professional judgment, decides that it is
not in the best interest of the member to treat the person as the
member's personal representative.

Versron 6.4 -May I, 20N



Procedure

Requests for The IHCP Privacy Office will manage all requests for copies of PHI
PHI fram from personal representatives of members. This includes requests for

Personal copies of PHI that may be maintained by FSSA/OMPP staff.
Representatives

If a personal representative of a member requests a copy of their PHI
refer them to the ICHP Privacy Office.

THCP Privacy Office
P.O. Box 7260
Indianapolis, Indiana 46207-7260

PR
The phone number for the IHCP Privacy Office is: (317)713-0627 or . Locieteds 4083018 _J

pmm D

1-800-457-4584

The THCP Privacy Office will be responsible for verification of the
mdividual requesting information on behalf of a member.

Regulatory Requirements and Authority:
45 CFR 164.502(g) and
Indiana Code (IC) 16-39-1-3 and IC 16-39-1-1

d-3
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Section 9: Disclosures by Whistleblowers

Purpose

Policy

Disclosures by
Whistleblowers

Disclosures by
Workforce
Members

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to PHI disclosures by whistleblowers and workforce
member crime victims.

A workforce member or business associate of the [HCP has the right to
disclose PHI if they believe in good faith that the IHCP has engaged in
conduct that is unlawful or otherwise violates professional standards, or
that the services or conditions provided by the IHCP endangers one or
more members, workers, or the public. The IHCP will not be considered
to have violated the requirement of the Privacy Rule if a member of its
workforce or a business associate discloses PHI, provided that the
disclosure is made to:

= A health oversight agency or public health authority authorized by
law 1o investigate or otherwise oversee the relevant conduct or
conditions of the IHCP or to an appropriate health care accreditation
organization for the purpose of reporting the allegation of failure to
meet professional standards or misconduct by the IHCP, or

* An attorney retained by or on behalf of the workforce member or
business associate for the purpose of determining the legal options of
the workforce member or business associate with regard to the
conduct of the IHCP.

A workforce member who is a victim of a criminal act has the right to
disclose PHI information to law enforcement officials. The IHCP, or its
business associates, will not be considered to have violated the
requirements of the Privacy Rule if a member of it's workforce who is a
victim of a criminal act discloses PHI information to a law enforcement
official to be used for purposes to identify and locate a suspected
perpetrator, provided that;

« The PHI disclosure is about the suspected perpetrator of the criminal

Fergon 6 4-May 1 2008
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act; and
+ The PHI disclosed is limited to the information listed below:

EJSTR’?EUES by  — Name and address;
PENTHEES = Date and place of birth;
Members Tl .
(continued) — Social Security Number;
— Type of injury;

— Date and time of treatment; and
— Date and time of death, if applicable.

Procedure

Accounting of  The IHCP is not required to account for disclosures, to the IHCP

disclosures member, by whistleblowers and workforce member crime victims. See
the Permitted and Required Uses and Disclosures of Protected Health
Information Section 3 for additional information,

Regulatory Requirements and Authority:
45 CFR 164.502(3)

Lo
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Section 10: Uses and Disclosures of Protected

Health Information When Member
Authorization is Not Required

Purpose

Policy

Use of a
member's
PHI

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to uses and disclosures of PHI that does not require a
member’'s authorization.

The Privacy Rule allows a covered entity to provide PHI without an
individual’s authorization for various reasons; however, given the IHCP
status as a health plan as opposed to a direct provider of healthcare, the
IHCP will have limited circumstances when these requirements are
applicable. The full extent of the requirements can be found at 45 CFR
164.512 (a)-(1).

The ITHCP scope of activity is documented in the Policy and Procedure
discussions immediately following.

The IHCP may use or disclose a member's PHI without their written
authorization or without providing the member the opportunity to object
to the use or disclosure for the purposes of treatment, payment, and
health care operations (TPO).

There are some situations in which the IHCP is required to notify the
member of the PHI use or disclosure, and some in which the member
can agree to the use or disclosure. In these situations, the IHCP may
provide notification verbally to the member and then the member can
give agreement verbally.

Vermon 6.4=-May I, N6
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Permitted
disclosure of
PHI without
written
authorization

Although the Privacy Rule provides for many instances in which the
ITHCP can use or disclose PHI without a member's written authorization,
there are limited circumstances when this will oceur within the THCP.
Common situations within the IHCP that do not require written
authorization for disclosure of PHI include:

= Uses and disclosures for the purposes of treatment, payment, or
health care operations;

* Uses and disclosures required by law, including:
= Court orders and court-ordered warrants;
— Subpoenas or summons issued by a court, grand jury, or inspector
general; or
— A civil or an authorized investigative demand;

+ Uses and disclosures for public health activities if required by law;

= Uses and disclosures for health oversight activities, including:
— Civil, eriminal, or administrative investigations;
— Audits or inspections; or
— An investigation or activity that comes from or is directly related
to the receipt of health care, a claim for public benefits related to
health, or qualification for, or receipt of, public benefits or services
related to a member's health;

*+ Disclosures for judicial and administrative proceedings, as described
under uses and disclosures required by law;

= Disclosures for law enforcement purposes, as described under uses
and disclosures required by law;

*+ Disclosures for workers' compensation for purposes of TPL or
similar programs as established by law;

* Disclosures of PHI to an attorney for the purpose of third party
liability (TPL) settlement.

Minimum
MNecessary
Requirement

With the exception of uses or disclosures that are required by law, the
[HCP must make reasonable efforts to limit PHI to the minimum
necessary to accomplish the intended purpose of the use, disclosure, or
request for the purposes described above. See Section 4 of this manual,
Minimum Necessary Requirements, for additional information on this
topic.

Fergion 6.4-May . 2006




Verification
and
documentation
requirements

Note: The IHCP must verify the identity of the person
requesting PHL, and whether the person has the authority to
access PHI, if the identity or such authority of the person is not
known to the IHCP, Also, the IHCP must obtain any
documentation, statements, or representations (written or oral)
from the person requesting the PHI when the documentation,
statement. or representation is required for the PHI disclosure
(see Section 12, and Figure 12.1). The IHCP Privacy Office will
be responsible for those disclosures requiring verification and
documentation.

Accounting of
Disclosures

Uses and disclosures of PHI will be documented, as required by the
Privacy Rule, for the purpose of providing an decounting of Disclosures
to members. See Section 18 of this manual, Accounting of Disclosures
to Member, for specific uses and disclosures for which an accounting is
required, and for additional information regarding this topic.

IHCP members may request an Accounting of Disclosures, except for
those cases where the member’s rights for such an accounting are
suspended. These cases would involve;

+ National security and intelligence activities or

+ Correctional institutions and other law enforcement custodial
situations.

Requests for
PHI use or
disclosure

All requests for PHI use or disclosure discussed in this section must be
referred to the [HCP Privacy Office, with the exception of requests for
PHI disclosures related to workers' compensation or similar programs
as established by law, and for disclosures for TPO within the ITHCP,
Requests for disclosures related to workers’ compensation or similar
programs are directed to, and will be responded to by, the THCP Third
Party Liability (TPL) Unit. Disclosures of PHI for the purposes of TPO
do not require tracking or approval.

Fersvon & d—-May 1, 200
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Procedure

PHI will not be used or disclosed for any purposes other than treatment,
payment, and healthcare operations (TPO), without the express approval
of the OMPP Privacy Coordinator,

See the Glossary included in this manual for a detailed definition of
TPO,

Regulatory Requirements and Authority: 45 CFR 164.512(a)-(1)

Versiowm 6.4 May |, 2006
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Section 11: IHCP Member Access to Protected

Health Information

Purpose

Policy

Member
Rights

Requests
for access
to PHI

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to members’ rights relating to their access to PHIL

A member, or a designated personal representative of the member, has
the right to inspect and obtain a copy of their PHI in the IHCP
designated record set. The THCF must allow the member the right to
inspect or copy their PHI, which is contained in the designated record
set. Notice of these rights and the process for the member to follow to
exercise them are provided to each IHCP member in the Notice of
Privacy Practices.

The [HCP requires that the member, or the member's personal
representative, make the request in writing. All written requests for
access received from a member or the member's personal representative,
will be documented, reviewed, and responded to, by the IHCP Privacy
Office, within the timeframes required by the Privacy Rule.

When the
IHCP does
nat maintain
the FHI

For some cases, the IHCP does not maintain the requested PHI (i.e.,
medical records are originated and maintained by a physician or
hospital). In this case, the IHCP will refer the member to the healthcare
provider maintaining the PHL

Accounting of
disclosures

A use or disclosure of PHI requested by the member, or the member’s
personal representative, is not required to be included in the accounting
of disclosures of that member's PHL
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Procedure

Requests In most cases, the THCP Privacy Office will manage all requests for
for PHI copies of PHI from members, This includes requests for copies of PHI
that may be maintained by FSSA/OMPP staff.

However, this procedure is not intended to impede usual
operational protocols. Authorized staff members may
continue to use and disclose PHI within the authorized,
routine duties of their assigned positions. Appropriate
procedures to follow when carrying out these authorized
duties are detailed throughout the appropriate sections of
this manual, and in Appendix G.

If a member requests a copy of their PHI, refer them to the IHCP
Privacy Office as appropriate.

IHCP Privacy Office

P.0O. Box 7260

Indianapolis, Indiana 46207-7260 -
The phone number is: (317) 713-9627 or 1-800-457-4534 ( Deleted: 4gs-5018 qJ

Regulatory Requirements and Authority: 45 CFR 164.524

12
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Section 12: Verification of Identity and Authority

Purpose

Policy

Identification
of person
requesting PHI

Member
Requests for
Access to PHI

Verification

To issue instructions to all FS5A/OMPP staff regarding the policy and
procedures relating to the identity and authority verification of the
person requesting PHI and the documentation required to substantiate
the PHI disclosure request.

The IHCP must verify the identity of the person requesting PHI, and
whether the person has the authority to access PHI, if the identity or
such authority of the person is not known to the IHCP. Also, the THCP
must obtain any documentation, statements, or representations {writlen
or oral) from the person requesting the PHI when the documentation,
statement, or representation is required for the PHI disclosure. The
IHCP Privacy Office will be responsible for those disclosures requiring
verification and documentation.

Some member requests for access to PHI will be forwarded to the [HCP
Privacy Office for response. The IHCP Privacy Office will handle all
written requests.

However, some requests from members will be handled directly by
FSSA/OMPP staff members.

Staff members must follow required protocols prior to releasing any
PHI to members. See Appendix G for protocols.

The IHCP will continue to verify the identity of a member who is
requesting the use or disclosure of his or her own PHIL

Ferston 8 & May [ 6



Accounting of
Disclosures

If a member requests an accounting of disclosures of their PHI made by
the THCP, any prior disclosure made at the member’s request are not
required to be documented in this accounting.

Mote: Please refer to Section 11 of this manual, JHCP Member Access
to Protected Health Information, for specific details.

Member's
Personal
Representative
Requesting
PHI Access

Verification

Accounting of
disclosures

Some member personal representative requests for access to PHI will be
forwarded to the IHCP Privacy Office for response. The IHCP Privacy
Office will handle all written requests.

However, some requests will be handled directly by FSSA/OMPP staff
members.

Staff members must follow required protocols prior to releasing any
PHI to a member or their personal representative. See Appendix G for
protocols, and Appendix I for the Personal Representative
Authorization Farm.

A member’s personal representative or legal guardian must provide
documentation verifying their authority to request the member's PHI,
and must be authorized to act as the member’s personal representative.
See Appendix | for the Personal Representative Authorization Form.

For PHI requests imtiated by a member’s personal representative, the
Verification of Identity and duthority form will be used to verify
identity (see Appendix C). FSSA/OMPP staff members should refer the
requestor to the IHCP Privacy Office to obtain this form for their
completion.

If a member requests an accounting of disclosures of their PHI made by
the IHCP, any prior disclosure made pursuant to the member personal
representative’s request is not required to be documented in this
accounting.

Fersion 6 4-May 1. 2006



All Other
External
Entities
Requesting
PHI Disclosure

Documentation
Requirements

Accounting of
Disclosures

When member
authorization
is not required

Note: Please refer to Section 11 of this manual, IHCP Member Access
to Protecied Health Information, for specific details,

The IHCP may disclose a member’'s PHI to an external entity with the
appropriate authorization from the member or the member's personal
representative.

In most cases, the member will request PHI disclosure from the [HCP o
an external entity, such as a legislator or attorney,

The IHCP will require that the member, or the member's personal
representative, submit a written, valid authorization prior to releasing
the PHI to an external entity, except under the circumstances described
in Section 10 “Permitted disclosure of PHI without written
authorization™,

All authorizations must meet the criteria for a proper and valid written
authorization.

All authorizations for the disclosure of PHI received from members or
member personal representatives will be forwarded to the IHCP Privacy
Office for response.

If a member requests an accounting of disclosures of their PHI made by
the THCP, this accounting 1s not required to include any disclosure made
pursuant to the member’s, or the member personal representative’s
authorization.

Note: Please refer to Section 14 of this manual, Member Autharization
o Release Protected Health Information, for specific details,

The THCP may use or disclose a member's PHI to an external entity,
without the member's (or member’s personal representative)
authorization under specific circumstances, There are some situations in

Fersion 6 4=May I. NG
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Verification of
authority

Documentation
Requirements

Verification of
requests made
by public
officials

which the THCP is required to notify the member of the PHI use or
disclosure, and some in which the member can agree to the use or
disclosure. In these sitvations, the THCP may provide notification
verbally to the member and the member can give agreement verbally.

{Refer to Section 10 “Permitted disclosure of PHI without writien
authorization” for specific information).

The THCP must verify the identity of the person requesting PHI and the
authority of the person to have access to PHL, if the identity or such
authority of the person is not known to the THCP,

Also, the IHCP must obtain any documentation, statements, or
representations (written) from the person requesting the PHI when the
documentation, statement, or representation is required for the PHI
disclosure.

If the PHI disclosure is conditioned on particular documentation,
statements, or representations (written) from the person requesting the
PHI, the IHCP may rely, if such reliance is reasonable under the
circumstances, on documentation, statements, or representations that
meet the requirements.

An administrative subpoena or similar process or by a separate written
statement that demonstrates the applicable requirements have been met
will satisfy the requirement for a disclosure for law enforcement
purposes, ift

» The information requested is relevant and material to a legitimate law
enforcement inguiry;

* The request is specific and limited in scope to a reasonable extent for
the purpose; and

» De-identified information could not be reasonably used.

The IHCP may rely, if reasonable under the circumstances, on any of
the following to verify identity when the PHI disclosure is to a public
official or a person acting on behalf of the public official:

= A written statement of the legal authority under which the
information is requested or an eral statement of the legal authority, if
the written statement is not practical; or

* A warrant, subpoena, order, or other legal process issued by a grand

Vermon 6, d=May I. 2004
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Verification of
requests made
by public
officials
[continued)

Accounting of
Disclosures

Jjury or a judicial or administrative tribunal if a request is made
pursuant to a legal process; or

If the request is made in person, presentation of an agency
identification badge, other official credentials, or other proof of
government status; or

If the request is in writing, the written request 1s on the appropriate
government letterhead; or

If the disclosure is to a person acting on behalf of the public official,
a written statement on appropriate government letterhead that the
person is acting under the government’s authority or other evidence
or documentation of agency (such as a contract for services,
memorandum of understanding, or purchase order), that establishes
that the person is acting on behalf of the public official.

If the public official is a legislator, authorization from the member is
needed. Written requests may include a signed and authorized
HIPAA compliant form or an Authorization to Act on Behalf of
Constituent Form, or written correspondence or e-mail received from
the constituent which includes verifiable personal information (such
as social security number, case number and/or date of birth) and
which clearly authorizes a Legislative (see Appendix H) staff
member to receive the confidential information. In the absence of a
written request, personal knowledge of the constituent’s agreement to
the release of the confidential information through participation in a
meeting or conference call, which includes the constituent and a
member of the agency’s legislative team, may be sufficient.

If a member requests an accounting of disclosures of their PHI made by
the IHCP, these uses and disclosures will be documented on the
Accounting of Disclosures as requested by the member, except for those
cases involving:

« National security and intelligence activities; or

Correctional institutions and other law enforcement custodial
situations.

Mote: Please refer to the Uses and Disclosures of Protected Health
Information When Member Authorization is not Reguired Section 10
and the Accounting of Disclosures to Member Section 18, for specific
details.

Vernion 6.4 May I X0
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Procedure

Requests for 1 he THCP Privacy Office will manage all requests for copies of PHL
PHI This includes requests for copies of PHI that may be maintained by
FSSA/OMPP staff.

NOTE: Authorized staff members may continue to use and
disclose PHI within the authorized, routine duties of their
assigned positions. In these situations, staff members will
be responsible for verification of the requestor’s
identification and authority prior to releasing PHI.
Appropriate procedures to follow when carrying out
these authorized duties are detailed throughout the
appropriate sections of this manual, and in Appendix G.

Example of Member John Doe calls the staff member to ask a question
ifaerGHF'P regarding his PHI. Staff member Y should first verify the

identity of John Doe, according to outlined procedures in this
section and in Appendix G of this manual. Once identity is
verified, staff member Y may respond to John Doe’s request,

responsibility

If a copy of a member's PHI is requested, the requestor should be
referred to the IHCF Privacy Office.

THCP Privacy Office
P.O. Box 7260
Indianapolis, Indiana 46207-7260

The phone number is: (317) 713-9627 or 1-800-437-4584

[_ﬁ;etud: ae.s0ls

Regulatory Requirements and Authority: 45 CFR 164.514(h)
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Section 13: Member Request for Amendment of

Protected Health Information

Purpose

Policy

Member
Rights

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to member amendment to PHI.

A member has the nght to request an amendment to the member's PHI
or a record about the member in the designated record set from the
IHCP for as long as the PHI is maintained by the IHCP. Notice of these
rights and the process for the member to follow to exercise them are
provided to each IHCP member in the Notice of Privacy Practices.

Requirements
for PHI
Amendment
Requests

The IHCP requires that the member, or the member's personal
representative, make a wrilten request using the Member Amendment
Reguest fonm (see Appendix D),

The THCP will require that the request contain a statement providing a
reason for the amendment, the records to be amended, and whom the
member wants the THCP to notify regarding the amendment.

Response to
Amendment
Requests

Versron 6.4 May | 2006

All requests for amendments should be referred to the IHCP Privacy
Office. The Privacy Office will provide the requestor with the
appropriate form, and will document, review, and respond to the
requesting member within the timeframes required by the Privacy Rule,
after receipt of the written request. The [HCP may deny a request as
appropriate.
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When the In most instances when PHI is requested, the IHCP is not the originator
::GP s ot of the information. In this case, the IHCP will refer the member to the
oﬁ;ﬂ"gma °" " healthcare provider originating the PHL This should result in minimal

amendments to PHI within THCP,

Procedure

The THCF Privacy Office will manage all requests from members
related to the amendment of their PHI.

If a member requests that their PHI be corrected refer them to the IHCP
Privacy Office.

[HCP Privacy Office
P.O. Box 7260

Indianapolis, Indiana 46207-7260 :
The phone number is; (317) 713-9627 or 1-800-457-4584 o s SO

Regulatory Requirements and Authority: 45 CFR 164.526

132
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Section 14: Member Authorization to Release

Protected Health Information

Purpose

Policy

When Member
Authorization
is required to
use, disclose,
or request PHI

To 1ssue instructions to all FSSA/OMPP staff regarding the policy and
procedures for acceptance of, response to, and documentation of
members’ authorization to release PHL

The THCP must have proper and written authorization from the member,
or the member's personal representative, before the IHCP can use,
disclose o, or request PHI from, another covered entity for any purpose
EXCEPT for:

+ Treatment;
* Payment;
= Health care operations; or

* As permitted or required by law without authorization (See Uses and
Disclosures of Protected Health Information When Member
Authorization is Not Required, Section 10 for additional detail).

A member’s authorization is required for the use or disclosure of
psychotherapy notes, with exceptions,

Use and
disclosure of
authorized PHI

When the IHCP obtains or receives a member's valid authorization for
the THCP s use or disclosure of PHI, the use and disclosure must be
consistent with the authorization.

IHCP initiates
the request for
authorization

Ferzan 6 & May 1, 2008

There may be rare cases in which the IHCP initiates a request for
authorization from the member to release their PHI to an external entity,
If the IHCP requests a member’s authorization to disclose PHI to an
external entity, the [HCP must return copy of the member’s signed
authorization form to them.

14-]



Member
initiates the
request for
authorization

When the member requests the release of PHI to an external entity, such
as a legislator or attorney, the IHCP will require that the member, or the
member’s personal representative, submit a written, valid anthorization.

All authorizations will be documented, reviewed, and addressed by the
IHCP Privacy Office. There are no set timeframes required by the
Privacy Rule for this procedure.

Accounting of
disclosures

If a member, or a member’s personal representative, requests an
accounting of disclosures of their PHI made by the THCP, any disclosure
made pursuant to an authorization is not required to be documented in
this accounting.

Revocation of
authorization

Procedure

Requests to
release PHI

The member can, at any time, revoke all or part of their authorization by
giving written notice of the revocation to the IHCP Privacy Office.

The Right to Revoke notice is documented in the Notice of Privacy
Practices document and also within the Member duthorization form

(see Appendix E).

The IHCP will require that the member submit the revocation in writing,
using the Revocation of Authorization form,

(See Appendix E).

The THCF Privacy Office will manage all requests from members related
to the release of their PHI to third parties, e.g. relatives, personal
representatives, member of the Legislature, etc.

If a member requests that their PHI be released to a third party refer them
to the IHCP Privacy Office.

IHCP Privacy Office

P.O. Box 7260

Indianapolis, Indiana 46207-7260

The phone number is: (317) 713-9627 or 1-800-457-4584

Verzion §.4-May |, 2
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Revocation of 1he Privacy Office will manage all requests for revocation of
autheorization  authorization,

The member must submit the request to revoke authorization to the [HCP
Privacy Office, in writing, as described in the Notice of Privacy Practices
document mailed to all IHCP members. The IHCP Privacy Office, or
external unit (i.e., OMPP, EDS general, HCE or ACS) will forward the
Revocation of Authorization form 1o the member for completion upon
request from the member. If a member submits a request for an
authorization revocation, the IHCP Privacy Office will forward the
Revocation of Authorization form to the member for completion.

The Revocation of Authorization form will be received in the IHCP
Privacy Office, stamped with the receipt date, and logged into the
MMember Authorization Tracking System. If the request is received into
another unit within the OMPP, EDS, or HCE, the external unit will
forward the request to the IHCP Privacy Office.

The ITHCP Privacy Office staff member will review the member's
authorization revocation request and document the information in the
Member Authorization Tracking System.

A copy of the Revacation of Authorization Receipt letter will be sent to
the member, One copy of the response will be maintained in the Privacy
Office.
Note: 4 member may revoke the authorization, in writing,
at any time except to the extent that the IHCP has
already taken action in reliance on the
authorization,

The authorization revocation request and response(s), including all
correspondence, will be retained for six (6) years from the later of the
date of creation or the date when the authorization revocation was last in
effect in the THCP Privacy Office.

Regulatory Requirements and Authority: 45 CFR 164.508
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Section 15: Member Request for Alternate

Communication

Purpose

Policy

Member Rights

How to request
alternate
communication

Requirements
of the IHCP in
approval or
denial of
requests

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to members’ rights relating to alternate
communication requirements for PHIL

A member has the right to make a request to the JTHCF requesting that
the IHCP communicate their PHI to them in a certain way or at a
certain location. Notices of these rights and the process for members to
follow are provided to each THCP member in the Notice of Privacy
Practices document.

The THCP will require that the member, or the member’s personal
representative, make a written request using the Alternate
Communication Reguest form (see Appendix F).

All requests for alternate communication of PHI will be documented,
reviewed, and responded to the requesting member within the
timeframes required by the HIPAA Privacy Rule.

The IHCP must accommodate reasonable requests for communicating
with a member by alternate means at alternate locations, if the member
clearly states that the disclosure of all or part of the PHI could endanger
the member.

The IHCP may approve or deny alternate communication requests and
is not required to agree to a confidential communication request unless
the member indicates endangerment,

If the IHCP agrees to communicate with the member through alternate
means, it must communicate as agreed upon with the member n order
not to violate the agreement.

Versean 6 4-May [, 26




Procedure

Right to Members have a right to request that their information, such as the
reguest NPP or copies of their PHI, be sent to them in an alternative manner or
alternate to an alternative location, relative to the standard method of providing

communication .o information to them.

Examples of This may take the form of requesting electronic copies instead of paper
alternate or that the information be mailed to an address other than the address
communication  gn the eligibility file.

Requests for Any requests from members for alternate communication should be
alternate referred to the THCP Privacy Office.
communication

IHCP Privacy Office

P.O. Box 7260

Indianapolis, Indiana 46207-7260
The phone number is: (317).713-9627 or 1-800-457-4584

Regulatory Requirements and Authority: 45 CFR 164.522(b)
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Section 16: Member Complaints

Purpose

Policy

Member
Rights

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for acceptance of, response to, and documentation of
members’ complaints about alleged violations of their rights relating to
PHL

As a covered entity under HIPAA, the IHCP must provide a process for
a member to make complaints concerning its privacy policies and
procedures, as well as its compliance with these policies and procedures.
This policy and procedure document sets forth that process for the
IHCP.

A member of IHCP has the right to file a complaint to the IHCP and to
the Secretary if they believe that their privacy rights have been violated.

In addition, the member has the right to file a complaint with the
Secretary of HHS if they believe that the IHCP is not complying with
the applicable requirements of the Privacy Rule.

Notice of these rights and the process for the member to follow to
exercise them are provided to each THCP member in the Novice of
Privacy Practices.

Filing a
Complaint

The IHCP will suggest the member to file the complaint with the THCP
Privacy Office in writing and within 180 days of the incident for which
the complamt is being registered,

Requirements
of the IHCP

All complaints received will be documented and investigated, and a
response provided to the complainant, with a copy provided to the
OMPP Privacy Coordinator.

The THCP will not take any retaliatory action against a member who has
filed a complaint with the IHCP or with the Secretary of HHS.

Version 6.4 May [ 20048
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Procedure

Membear The IHCP Privacy Office will be responsible for receiving, reviewing,
complaints and responding to complaints from members regarding use of their PHI.
regarding use

of their PHI

If a member complains that the IHCP has misused their PHI please
refer them to the IHCP Privacy Office.

IHCP Privacy Office
P.0. Box 7260
Indianapolis, Indiana 46207-7260

The phone number is: (317) 713-9627 or 1-800-457-4584 .- { peteted: ass-s01s

Regulatory Reguirements and Authority:
45 CFR 164.520(b)(1)(vi)
45 CFR 164.530(d)(1)
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Section 17: Member Request to Restrict Protected

Health Information

Purpose

Policy

Member
Rights

How to request
a restriction on
usa of FHI

IHCP Authority

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures for acceptance of, response to, and documentation of
members request to restrict uses and disclosures of PHL

A member has the right to request that the IHCP to restrict the uses
and disclosures of his or her PHI as it relates to treatment, payment, or
health care operations and other disclosures permitted by the Privacy
Rule.

Maotices of these rights and the process for the member to follow are
provided to each ITHCP member in the Notice of Privacy Praciices
document.

The IHCP will require that the member, or the member's personal
representative, make a written request for a restriction and to specify
the type of information to be included in the restriction, to whom the
restriction applies, and the effective dates of the restriction period.

See Appendix ] to access the Member Restriction Request Form,

The OMPP Privacy Coordinator has the authority to approve or deny
restriction requests. The IHCP is not required to agree to a restriction;
however, if the IHCP agrees to a restriction, it may not use or disclose
the PHI to the restricted parties without violating the restriction.

Fergram & 4 AMay §, NG




Required A restriction agreed to by the IHCP does not prevent the uses or

exclusions to disclosures of PHI that are permitted or required as follows:
restricted use

+ When required by the Secretary to investigate or determine the
[HCP's compliance with the Privacy Rule;

» For public health activities if required by law;

» To other government agencies providing benefits or services to the
individual;

* To government agencies that oversee health care programs,

» For research (if related to a State Plan purpose); and

= For other uses and disclosures that are required by law,

Refer to the Uses and Disclosures of Protected Health Information
When Member Authorization is Not Required, Section 10, for specific
activities permitted or required by law for the THCP to use or disclose
PHL

Termination of  The [HCP may terminate its agreement to a restriction, ift
Restriction g i
* The member agrees to or requests the termination in wnting;

= The member orally agrees to the termination and the oral agreement
15 documented; or

« The IHCP informs the member that it is terminating its agreement
to a restriction, except that such termination is only effective with
respect to PHI created or received after it has so informed the
member.

12
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Procedure

Requests for The IHCP Privacy Office will manage all requests from members to
restricted use  restrict the use of their PHI
of PHI

If a member requests that the use of their PHI be restricted refer them
to the THCP Privacy Office.

THCP Privacy Office
P.O. Box 7260
Indianapolis, Indiana 46207-7260

[-l:lrdehed: 4885018 |
The phone number is: (317)713-9627 or 1-800-457-4554 Fl——

Regulatory Requirements and Authority:
45 CFR 164.522(a)
45 CFR 164.502(c)
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Section 18: Accounting of Disclosures to Member

Purpose

Policy

Requirements
of the IHCP

When an
accounting of
disclosures is
not required by
the IHCP

When an
accounting of
disclosures is

required by the
IHCP

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to the accounting for disclosures, to IHCP members,
of their PHI.

The THCP must account to an IHCP member, or a member’s personal
representative, for PHI disclosures, as required by the Privacy Rule for
those instances in which the PHI is released to an external entity for
purposes other than treatment, payment, or health care operations,

The majority of PHI received and disclosed by the IHCP is used for
treatment, payment, and operations, so the disclosure of PHI for other

purposes should be minimal. The IHCP is not required to account for
disclosures:

* To carry out treatment, payment and health care operations;
* To IHCF members (for PHI about them);

* Toa member's personal representative;

* To correctional institutions or law enforcement officials; or

» That occurred prior to the compliance date (Apnl 14, 2003}

The [HCP will be required to account for disclosures, such as those:

* For research;

* To other government agencies providing benefits or service to
members, or that oversee health care providers (if the disclosure does
not meet the definition of treatment, payment, or health care
operations); or

Fernon 6 4= Aay 1. 20006
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Documentation
Requirements

Availability of
historical
disclosures

Cost per
disclosure
accounting

Additional
Information

Procedure

Required
Documentation

Release of PHI

- Any other disclosure that is not identified as being excluded above.

Diisclosures that require an accounting must be documented so that an
accounting can be provided to the member if requested. All requests for
accounting of disclosures will be documented, reviewed, and responded
to within the timeframes required by the Privacy Rule. Refer to
Appendix K for the Member Accounting Request Form,

The disclosure of a member's PHI must be accounted for six years and
will commence April 14, 2003,

The member can request a six-year history, but this cannot be created
for disclosures prior to the April implementation date.

The THCP will provide one free disclosure accounting per member each
12 months. The [HCP may charge the member for each additional
disclosure accounting during the same 12-month period.

IHCP Privacy Office staff members will follow the policies and
procedures contained in their manual to comply with the Privacy Rule
for uses and disclosures of PHIL

See the Permitied and Required Uses and Disclosures of Protected
Health Information, Section 3, for additional information.

Any PHI that is released to any person or entity, other than the member,
for purposes other then treatment, payment, or healthcare operations
{TPO) must be documented and an accounting provided to the member,
if requested by the member, for up to six years, beginning April 14,
2003,

See the Glossary section of this manual for a detailed description of
TRO.

FSSA/OMPP staff members are not authorized to release any PHI for
purposes other than TPO, unless they have been approved to do so, and
such release has been coordinated with the OMPF Privacy Coordinator.

Version & 4=May 1. 200
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Requests for
Accounting of
Disclosures

Charging the
Member for
Accounting of
Disclosure
Copies and
Mailings

Suspended
Rights

If a member requests an accounting of disclosures of their PHI, they
must complete a Member Accounting Request Form (provided in
Appendix K of this manual), and submit the completed form to the
IHCP Privacy Office.

IHCP Privacy Office
P.O. Box 7260
Indianapolis, Indiana 46207-7260

The phone number is: (317} 713-9627 or 1-800-457-4584

If the accounting of disclosures request from the member or member’s
personal representative meets the criteria for charging, the member or
personal representative must be notified in writing of the charge prior Lo
the accounting copying and mailing. The Disclosure Accounting letter
will be mailed to the member to provide the copying and mailing
charges that would result from the accounting request.

The member is instructed to contact the IHCP Privacy Office to make
arrangements. A personal check or money order will be accepted as
payment. All payments received into the IHCP Privacy Office will be
tracked and be forwarded to the EDS Finance Unit for deposit.

The IHCP must temporarily suspend a member's right to receive an
accounting of disclosures made to a health oversight agency or law
enforcement official, for the time specified by such an agency or
official, if the agency or official provides the IHCP with a written
statement that such an accounting to the member would be reasonably
likely to impede the agency’s activities and specifying the time for
which such a suspension is required.

Regulatory Requirements and Authority: 45 CFR 164.528

Verston 8 4 May [ NNIG
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Section 19: Safeguards for Staff use of Protected

Health Information Access

Purpose

Policy

Requirements
of the IHCP:
Access
Limitations

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to workforce members access to, and use of, [HCP
members’ PHI.

The Privacy Rule requires that safeguards be in place to limit
unnecessary or inappropriate access to protected health information. To
be in compliance, the IHCP must apply the minimum necessary
requirements, including access and use by the FSSA/OMPP staff and
contractor staff, for most PHI uses and disclosures.

The THCP shall limit access and use of PHI by its staff and contractors
to the minimum necessary to accomplish the defined work functions.

The requirements also apply to PHI requests made by, or on behalf of,
the THCP to another covered entity.

The access limitations apply to all paper, fax, oral, and electronic
communication of PHIL. This is inclusive of Indiana4 /M along with
any other database or repository of information containing PHIL

Exclusions to
access
limitation
requirements

There are instances in which the minimum necessary limitation is not
required, including:

= Disclosures made to a member's health care provider for the purpose
of providing treatment;

* Disclosures made to the member or through the member’s written
authorization in regard to their own PHL; or

= Uses or disclosures required by law, including the HIPAA Privacy
Rule.

for additional information.

Fersion 6.4 Moy I, 2004
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Procedure

Paper
Communication

Fax
Communication

Oral
Communication

All paper communication that contains PHI, to any entity cutside of the
[HCF, must be comained within a sealed envelope or other protective
cover to prevent the inadvertent disclosure of PHI to an unauthorized
person. This includes courier service to EDS or HCE, mail to IHCP
providers or members, PHI forwarded to other IHCP contractors, or
any other entity that has been authorized to receive the PHIL

Hard copy documents containing PHI must be protected as described in
the Protected Health Information Safeguards section of this manual.
FSSA/OMPP staff members who are not required to use PHI in their
work functions are prohibited from PHI access, unless prior approval
has been received from their direct supervisor.

All fax communication containing PHI, provided to any entity outside
of the IHCP, must be accompanied by a cover sheet containing the
statement:

“This facsimile transmission (and attachments) may contain protected
hiealth information from the IHCP, which is intended only for the use of
the individual or entity named in this transmission sheet. Any
unintended recipient is hereby notified that the information is
privileged and confidential, and any use, disclosure, or reproduction of
this information is prohibited. Any unintended recipient should contact
Jenifer Nelson, OMPP Privacy Coordinator, by telephone at (317) 233-
0446 immediately.”

Fax documents containing PHI must be protected as described in the
Protected Health Information Safeguards section of this manual.
FS3SA/OMPP staff members who are not required to use PHI in their
work functions are prohibited from PHI access, unless prior approval
has been received from their direct supervisor.

All oral communication concerning a member's PHI must be limited to
the nature of the intended work and will only be discussed in the
appropriate area within the IHCP. No PHI communication of any type
is to be discussed outside of the IHCP workspace, including other areas
within the building complex.

Ferian & 4-May [. 2004
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E-Mail
Communication

Indianadln
Access

PHI communicated via e-mail text or attachments, to any FSSA/OMPP
staff member or external entity, should always be limited to the
minimum necessary amount of information that is needed exclusively
to carry out treatment, payment, or operations (TPO). E-mail
transmissions of PHI must only be made to individuals who are
authorized to receive such information, and files containing PHI that
are exchanged with outside entities (1., outside of the secure State
network) should be encrypted with the “Certified Mail” tool, or the
currently approved OMPP encryption tool. In addition, the following
statement will be systematically generated at the bottom of all email
messages:

“The information contained in this E-mail and/or attachments may
contain protected health, legally privileged, or otherwise confidential
information intended only for the use of the individual(s) named above.
If you, the reader of this message, are not the intended recipient, you
are hereby notified that you may not further disseminate, distribute,
disclose, copy or forward this message or any of the content herein. If
you have received this E-mail in error, please notify the sender
immediately and delete the original.”

All questions concerning e-mail transmission of PHI are to be referred
to the OMPP Privacy Coordinator for resolution,

On a periodic basis, all IHCP management staff will review the
quarterly Indianad/M class summary for their business unit, in relation
to PHI access via IndianadfM, in order to answer the following
questions:

= Are the IndianadIM profiles for the workforce classes in their
respective units, specifically those that provide access to member
PHI, still necessary for staff to perform their work functions?

« Are the actual IndianadfM access classes currently assigned to the
staff members in their units the same in comparison to the pre-
assigned profiles for the workforce class for each staff member?

+ Are all staff members assigned to the unit classes currently working
in the unit?

- Are any staff members who currently work in the unit, but are not
listed on the quarterly profile for the business unit, assigned to
another unit's access class?

Vevzian & 4 May [ 20048
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Modification to
IndianaAii
classes

For any change needed to modify the IndianadfM access profiles for
the work unit, the IHCP manager will notify the OMPP Privacy
Coordinator of the needed change. No action is necessary if no changes
are recommended.

For any staff member found to be on the unit access profile who is not
currently working in the unit, notify the OMPP Privacy Coordinator of
the need to delete all Indianad/M access for that staff member. Also
notify the staff member’s current manager of the access deletion and
the need to request the appropriate IndianaAfM access for the new job
function.

For any staff member who is not found to be on the unit access profile,
forward the appropriate Indianad /M access profile request for the staff
member to the EDS Security Unit.

Regulatory Requirements and Authority:

45 CFR 164.514(d)(2)(i)
45 CFR 164.530(c)(1)
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Section 20: Protected Health Information
Safeguards

Purpose

Policy

Responsibility
of
FSSAIOMPP
Staff

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to the:

= administrative,

o technical, and

o physical safeguards

to adequately protect [HCP members’ PHI

1t is the responsibility of all FSSA/OMPP staff and contractor staff to
reasonably protect all members PHI from inappropriate use or
disclosure.

OMPP is housed in a secure self-contained area. OMPP workforce
members are authorized to enter this area through one of three doors,
which require a four-digit access code for entrance. Each individual
OMPP staff member has a unique access code that permits entrance into
the facility, The access code is not to be shared with anyone else.

Visitor controls are in place to limit outside entrance into facilities.
Visitors may enter the OMPP facility through one door, which is
monitored during all operating hours by a receptionist. There is a
waiting area with available seats for guests; seats are positioned away
from areas where PHI could be visible. Visitors must be approved for
entrance, sign a log of visitation, wear a visitation badge and be escorted
by an authorized OMPP staff member at all times.

Types of
Member PHI
Requiring
Safeguards

All THCP members PHI in written, electronic, or oral form is protected
by the Privacy Rule and must be safeguarded in the work place and in
the daily job functions of all FSSA/OMPP staff members.

Fersion 6 4 May I, 2006
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This includes PHI access through the IHCP office or through off-site
dCCESs,

Unauthorized
use or
disclosure of
PHI by
FSSA/OMPP
staff

Procedure

FSSAIOMPP
Staff
Responsibilities

Work Station
Requirements

Disposal of
documents
containing PHI

Any unauthorized use or disclosure by an FSSA/OMPP staff member
will be subject to the sanctions set forth by the IHCP for breach of
security or privacy. Refer to Section 21, Sanctions, for additional details.

All FSSA/OMPP staff are responsible to help ensure that the
appropriate administrative safeguards are followed to protect against
the unauthorized use of a member's PHI, All OMPP staff are also
responsible for assisting in controlling and validating a person’s access
to facilities.

FSSA/OMPP staff are to maintain a secure personal working
environment that:

* Safeguards PHI while they are not at their station;

s Maintains the positioning of their computer screen to ensure that
PHI is protected from unauthorized viewing;

¢ Implements password protection controls as required by DTS;

s Removes records containing PHI from desktops and places such
records in locked drawers or file cabinets;

* FEnsures that all drawers containing PHI are closed and locked;
» Ensures that PHI is not left unattended in the aisles; and

e Does not allow unauthorized visitors into the IHCP work area,

FSSA/OMPP staff must ensure that paper documents containing PHI
are shredded prior to their disposal.

Regulatory Requirements and Authority:

45 CFR 164.514(d)(2)(ii)
45 CFR 164.530(c)(1-2)

Fersion 6 4-May 1, 26
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Section 21: Sanctions

Purpose

Policy

Sanctions
against IHCP
workforce
members

Types of
Sanctions

Documentation
Requirements

To issue instructions to all FSSA/OMPP staff regarding the policy and
procedures relating to sanctions against workforce members who fail 1o
comply with the established privacy policies and procedures.

The THCP is required to develop, and apply when appropriate, sanctions
against members of its workforce who fail to comply with privacy
policies or procedures or with the requirements of the Privacy Rule.

The THCP is required to develop and impose sanctions appropriate o
the nature of the violation.

The type of sanction may vary depending on factors such as the severity
of the violation, whether the violation was intentional or unintentional,
and whether the violation indicates a pattern or practice of improper use
or disclosure of PHI.

Sanctions could range from a warning to termination.

These sanctions do not apply to whistleblower activities.

The THCP is required to have written policies and procedures for the
application of appropriate sanctions for violations of the Privacy Rule
and to document those sanctions.

Documentation must be retained for six years by the Privacy
Coordinator.

Version 6 d=Meay [, 2HK



Procedure

FESAIOMPP
staff violation
of the
Privacy Rule

FS5A/OMPP staff who violate the privacy requirement of HIPAA are
subject to appropriate sanctions which may include suspension or
termination.

Sanctions will be imposed in accordance with FSSA guidelines.

Mitigation

Pursuant to 45 CFR 164.30(f), the IHCP must mitigate, to the extent
practicable, any harmful effect that is known from any use or disclosure
of PHI, by a staff member or a business associate of the IHCP, in
violation of IHCP policies and procedures, or the requirements of the
Frivacy Rule.

Regulatory Requirements and Authority: 45 CFR 164.530(e)

Fersion & 4 May [, 2006
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Section 22: Training

Purpose

Policy

Procedure

Training and
certification of
FS5A/OMPP
Staff

Documentation

Existing
FESAIOMPP
Staff

MNew
FSSA/OMPP
Staff

Re-training
Requirements

To provide instructions for the IHCP in regard to the training of all
FSSA/OMPP staff in regard to HIPAA privacy regulations.

The OMPP Privacy Coordinator will ensure that all FSSA/OMPP staff
receive training, and periodic re-training, on HIPAA policies and
procedures as necessary and appropriate for their function with [HCP,

The OMPF Privacy Coordinator is responsible for ensuring that all
FSSA/OMPP staff are trained concerning privacy requirements,

The OMPP Privacy Coordinator will maintain all records to document
this training.

The OMPP Privacy Coordinator will ensure that all existing
F5SA/OMPP staff receive privacy training and obtain a passing score
on the post-training evaluation.

The OMPP Privacy Coordinator will ensure that all new FSSA/OMPP
staff are provided with the privacy training module and obtain a passing
score on the posi-training evaluation.

On a periodic basis, the OMPP Privacy Coordinator will arrange for
THCP-wide privacy re-training.

Regulatory Requirements and Authority: 45 CFR 164.530(b)
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Glossary

Business Associate

Covered Entity

Data Use Agreement

Designated Record
Set

A person or organization that performs a function or activity on behall of the
[HCP but is not a part of the FSSA/OMPP staff such as EDS, Health Care
Excel (HCE), or Myers and Stauffer.

A covered entity 15 a health plan, health care cleannghouse, or any healih
care provider who transmits any health information in an electronic form in
connection with any HIPAA-required iransactions. This includes the use of
the OMMI device or direct data entry {Web enitry) by & provider, Medicaid is
specifically mandated as a health plan in the Act,

The agreement between the THCP and the limited data set recipient, those
receiving de-identified data, to obtain satisfactory assurance that the limited
data set will only be used or disclosed for limited purposes. The data use
agreement conlent must:

« Establish the permitted uses and disclosures of the information by the
limited data set recipient, which can only be for research, public health, or
health care operation purposes;

+ Mot allow use or further disclosure by the limited data set recipient
outside of the scope of the uses authorized by the Privacy rule;

+  Establish who is permitted 1o use or receive the limited data set; and

+  Provide that the limited data set recipient will:
— Mol uge or disclose the information oiher than permitied by (he data
use pgreement or a5 required by law;
= Use apprapriate safeguards to prevent use or disclosure that is not
permited by the data use agreement;
— Repor to the THCP any use or disclosure of the limited data set that
is not permitted by the data use agreement as it becomes aware of such
vielation;
= Ensure that any agents, incheding subcontractors abide by the same
restrictions and conditions that apply to the limited data set recipient, in
regard to the limited data get usage; and
— Mot identify the information or contact the individuals,

The designated record set delines the scope of information that the IHCP
member has the right 1o access and request amendment, The designated
record set is not required 1o reside in one location, If a business associate of
the IHCP, such as EDS or HCE, maintain the information, it is still
considered 1o be part of the IHCP designated record set.

As a health plan, the THCP creates the claim records from information
received from a health care provider and creates the eligibility file from
information received via the ICES system. The individually identifiable
information maintained in the electronic claims subsystem and eligibility
subsysiem, for the specific member, are considered the individually
identifiable information in the IHCP's designated record set.

Fermion A 4=May 1. 2005



Information maintained by the [HCP in regard to eligibility determination,
program coverage decisions, or payment are considered to be a part of the
designated record set. Copied information that is forwarded 1o the THCP,
when the original is kept by the author, is considered part of the designated
record set, and thus, would be accessible to the member through the IHCP.

Diesignated record ser means: A group of records maintained by or fora
covered entity that is;

The medical records and billing records about individuals maintained by
or for a coverad health care provider,

»  The enrollment, payment, claims adjudication, and case or medical
management record systems maintained by or for a health plan; or

«  Used, in whole or in part, by or for the covered entity to make decisions
ghout individuals (with the exception of psychotherapy notes).

With some exceptions noted in the IHCP Member Access to Protected
Health Information policy, the Medicaid member has the right to access their
PHI contained and maintained in the designated record set,

IHCP Designated Record Set

The IHCP designated record set consists of information used to provide
reatment and payment for the provision of healthcare, This information
would be contained in:

«  Electronic claim records maintained in the IndianadfM claim subsystem
»  Member Eligibility information in the Indianad /M recipient subsystem
«  Original paper Prior Authorization records

= Original Third Party Liability records

Original medical records used by the IHCP to make decisions aboul the
member, such as the Determination of Disability Medical information
form used by the Medical Review Team for Medicaid eligibility
determination.

VWhat is not in the Designated Record Set

Encryption

Information used for operational purposes, is nol included in the designated
record set, such as:

»  Case management and care coordination

«  Medical review

+  Fraud and abuse detection

»  Compliance programs

Encryption is the conversion of data into a form, called a ciphertext that

cannot be easily undersiood by unauthorized people. Decryption is the
process of converting encrypted data back into its original form, so it can be
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umderstood.

IndianaAlM Indiana Al i Indiana’s Medicaid Managemeni Information System, l."
addition to performing claims processing, the system maintains extensive
recipient and provider information online, real lime for eligibility
verification and payment status information. IndianaAIM also includes a
Decizion Suppon System, which enables staff to sccess and retrieve data
from multiple databases and create reports online,

Limited Data Sot A limited data ser is PHI that excludes direct identifiers of the individual or
of relatives, employers. or household members of the individuals, The direct
identifiers to be excluded to constitule a limited data set include:

+ MNames;

«  Postal address information, other than town or city, State, and zip code;
+  Telephone numbers;

+  Fax numbers;

+  Electronic mail addresses;

= Social security numbers;

+  Medical record numbers;

* Health plan beneficiary numbers;

+  Account numbers;

«  Certificae Jicense numbers;

+ Vehicle identifiers and serial numbers, including license plate numbers;
»  Deviee identifiers and serial numbers;

+  Web Universal Resource Locators (URLs);

*  Imemet Protocol (IP) address numbers;

«  Biometric identifiers, including finger and voice prints; and

+  Full face photographic images and any comparable imapges.
IHCP Limited Data Set

The Indiana Health Coverage Programs (IHCP) does not collect all of the

identifiers that are to be removed from the PHI to create a limited data sel,
For the IHCP linited data set purpose, the following identifiers would be

remdawved from the PHI:

* Mame;
+  Medical record number (if applicable);
+ Postal address information, other than town or city, State, and zip code;

*  Telephone number;
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Personal
Representative

Protected Health
Information

+  Social securily number,
Health plan beneficiary numbers (the member’s RID information); and
»  Account number (if applicable),

The IHCP may use or disclose a limited dats set of PHI if the IHCP emers
into a Data Use Agreement with the limited data sel recipient. The limited
data set and this agreement can only be used for the following purposes:

+ Research,
FPublic health, or

+  Health care operations.

An individual who, under state law, has the suthority to act on behalf of a
member.

Protected health information {PHI) is the individually identifiable health
information that is:

+ Transmitted by electronic media, which includes Internet, Extranet,
leased lines, dial-up lines, private networks, magnetic tape, disk, or
compact disk (45 CFR 162.103);

«  Maintained in any electronic media; or,

«  Transmitted or maintained in any other form or medium, which include
oral communication or paper.

The IHCP is responsible for protecting the IHCP member’s PHI in regard to
access for use or disclosure. The majority of member information maintained
on the IndianaAlM Recipient and Claim subsystems would qualify as PHI,
and access must be limited 1w only those THCP and contractor staff who
require PHI usage in order 1o carry out their daily work duties. Full-time
access or part-time access of limited duration, as in the case for special
project work, may only be granted by the employee’s supervisor and will be
monilored by the supervisor on a quarterly basis.,

Individually Identifiable Health Information

Individually Identiffable Health Information is a subset of health
information, including demographic information collected from the member,
and:

« s created or received by a health care provider health plan, employer, or
health care clearinghouse; and

+  Relates to the past, present, or future physical or mental health or
condition of an member; the provision of health care to a member; or the
past, present, or future payment for the provision of healih care 1o 2
member; and
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PHI Exclusions

Treatment, Payment,
and Health Care
QOperations

Treatment

« That idennifies the member; or

+ Could reasonably be used to identify the member,

Health infarmation includes information, whether oral or recorded in any
form ar medium.

PHI excludes the individually idemifiable health information in:

Education records covered by the Family Educational Right and Privacy
Act, ns amended, 20 U5.C. 1232g;

* Records used exclusively for health care treatment, for students 18 years
or older or that are held by a post-secondary educational instimtion, and
that have not been disclosed other than 1o a health care provider at the
student’s request; and

+  Employment records held by a covered entity in its role as an employer,

The IHCP may use and disclose PHI to carry out the treatment, payment, and
health care operation functions, as defined, without authorization from the
JHCP member. The information may not be used for any other purposes,
such as holiday greetings, general public annowncements, partisan voting
information, or alien registration notices,

Excepl in the use and disclosure for treatment purposes, the IHCP must
make reasonable efforts to limit PHI o the minimum necessary 1o
accomplish the intended purpogse of the use, disclosure, or request when
using. disclosing, or requesting PHI from another covered entity.

The FSSA/OMPP stafl or contractor stafl must ensure that the requesting
covered entity has the authority to request and obtain the member’s PHL

Treatment means the provision, coordination, or management of health care
and related services by one or more health care providers, including:

*  The coordination or management of health care by a health care provider
with a third party;
+ Consuliation between health care providers relating to a patient; or

The referral of a patient for health care from one health care provider to
another,

The THCP does not provide direct treatment to members. However,
appointment reminders and referrals to health care providers are considered
treatment activities under HIPAA. The IHCF may discloze PHI to a
member’s treating provider o enable the member to receive health care,

NOTE: The minumum necessary requirement does not apply 1o disclosures to

5
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or requests by a health care provider for ireatment,
{45 CFR 164.502(b}2)i})

Payment

Payment means the activities that relate 10 the individual 10 whom health
care is provided undertaken by:

+ A health plan to obtain premiums or to determine or fulfill f1s
responsibility for coverage and provision of benefits under the health
plan; or

= A health care provider or health plan to obtain or provide reimbursement
for the provision of health care.

Payment activities include, but are not limited to:

- Determination of eligibility or coverage (including coordination of
benefits or the determination of cost sharing amounts), such as:

— Eligibility determinations made by, or on behalf of, the OMPPF by
other agencies for low-income families; pregnant women; children in
foster care; aged, disabled, or blind individuals; and individuals
residing in state insttutions,

— Data exchanges with the Social Security Administration 1o identify
551 recipients and perform Medicare buy-in activities for dually-
eligible members,

— FResolution of enrollment errors,

—  Productuon of 1D cards,

—  Provision of enrollment, disenrollment, and error Jists to the managed
care prganizations,

— Verification of THCP eligibility, coverage type, and service limitations
1o THCP health care providers,

- Data exchange with the Internal Revenue Service (IRS) to verify
member income and assets for eligibility determination, and

—  Estate recovery, after a member’s death, for those amounts paid by
Medicaid on the member's behall afier they reached age 53,

«  Adjudication or subrogation of health benefit claims;

«  Risk adjusting amounts due based on enrollee health status and
demographic charactenstics;

+  Billing, claims management, collection activities, obtaining payment
under a contract for reinsurance, and related health care data processing;

«  Review of bealth care services with respect 1o medical necessity,
coverage under a health plan, appropriateness of care, or justification of
charpes; and

«  Utilization review activities, including precertification and
preauthorization of services, concurrent and refrospective review af
services, including:

— Member assessment for long term care or waiver program placement,
and
—  Pricr suthorization of IHCP services.
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Health Care Operations

Unemancipated Minor

Health care operations means any of the following activities performed by
the covered entity:

Conducting quality assessment and improvement activities, incheding:

= OQuicomes evaluations and development of clinical guidelines,

= Activities related to improving health or reducing health care costs,

— Case management and care coordination,

= Comtacting health care providers and patients with altemative
treatment information, and

— Related functions that do not include treatment;

Reviewing the qualifications or competence of health care professionals,
evaluating performance, treining, acereditation, cenification, licensing, or
credentialing activities;

Underwriting, premium rating, or other work in regard 10 health
insurance or health benefits, including:

— Establishing managed care capitation rates,

= Feeschedules, and

= Payment amounts for services rendered to IHCP members;

Conducting or arranging for medical review, legal serviees, and auditing
functions, including:

= Fraud and abuse detection, and

= Compliance programs;

Buziness planning and development activities, including:

= Policy development for covered services, guidelines, limitations, and
protocols,

— Review and approval of the preferred drug list (PDL), and

— Budget forecasting and expenditure analysis; and

Business management and general administrative activities of the covered
entily, including:

— Customer service functions for applicanis, members, and providers,

= Complaint and problem resolution, and

=  De-identification of data.

Minor who is less than 18 years ol age, and is either living with, or
financially dependent upon a parent/legal guardian.
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Appendix A: Notice of Privacy Practices

Note: Notice is effective April 14, 2003. This is not the official form. For an official
form, please contact the IHCP Privacy Office.

Indiana Heallh Coverage Programs

HOTICE OF PRIVACY PRACTICES

I vou would like & copy af this notice i S-p..nufh. lep: ecansct te IICE Privacy Office a1 (317 7139427 or 1-B00=15T4584

54 nssed desea wna copua e eisa saticid en Expahol. por [ce contacts a o Ofkcina Prvads de IHCP al (7)) TI3863T o ad
H-EOO-57-4584.

This antice & to all Iadisna Healih Coverage Programs (IHCF) members including Medicaid, Hoosier Healbwise, Medicaid
Select, mnd members residisg in institutlens sperated by the Indiama Siate Departmen) of Health and the Division of Mental
Health and Addictiens who have received medical services sutside of these institutiens. This aotice i= for voor infarmatisn anh,
Xou do noineed te fake sy sction a5 s resalt of this norice,

Notice of Privaey  THIS ROTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND

P DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATICRN. FLEASE REVIEW IT
ractices CAREFULLY.

Thas netice 1ells how the THCT may use of relesae your bealih information. 1 alio tells you about yeat ngha

and the IHCP requirements abool the wse and release of your bealth mformation. ¥our health miormahon

il met bee shiared withowt your wiites anthonzation except a1 deseribed in has nofice, of whin requbned ar

pemited by law If you give e your witten asshonzation. vou may change your mind by 1elling esin

wating. The THCT may chanpe ns privacy practices mnd make the new privacy practices effectbe for all

protected healih enformancn we maintan. 17 the sems of this sotice change we wall mad] you a revised copy

af this naliee to lhe addrets you have supplicd.

Dur Wi emdermand that yous Bealth care infermanon is perseaal. W ke our responsikility so keep your

Respansibilitics perzonal health information private very sericasly. 'We e commitsod 1o [ollowing all stabe and lederal laws.

and Coramitaem 1hat protest your healih infesmaton. We are sequired o protest vour health imformation, sell you sbout your
nghts 1o your healih informatinn, and 10 give you this notice explaizing our responsibititics and the ways we

0 You use and share your bealth inlommation

Use and ‘We do not create healih records - W'e recmvve health information ko help us make decisions about whother you
Disclosure of Your @y for comaim progrems or services. Weuse your bealths infarmasion 1o pay fos services provided 10 you
Health by your bealih care provider, for health care operations, and 1o evaluate the quality of services yau receive

‘While we canned descnbe bl cases seliod 10 the uae of your health infesmmion, the follewinp me some
commnon examples of kbaw we use your persanal health mformation

+ Dhctor, boypieals, and ciher heslth care praciitioesm that provids pervices 1o you subenit yous health
snfiarmaticn 1o us in the form of a claim for paynoost. They may also give us your bealth information m
wndler 10 olasin pricy aushanizatisn of 10 find out if' s senvace 15 covered. These requests include
imGarmateon that identifies you, vour dagnedis. and procedures you haos reeeived. o that you might
receive (o the fomee We e thiz Bealih snformation fo sppiove and pay for the pervices that we cove,
Wie may also share your information with other proprams that may pay for you brallb care. such as
Medicare or privaie (ssunance comganiss in order 1o gel paymenis,

Inlormation

4

W may uss yeur health mformanss 1o roaew the care snd outcome of vaur irestmen ond 1o compisc
the peicomes ol other people wha recewed the same or simily trestment Wi use thas informaton b
improve the quality sed clfccinoeness of healih care seraces

= We may alsa dischose your health information 1o cwr employecs, a8 well a8 companies and porsons we
have contracts with. so hey can perfioam The Jobs we sk them o di, such s spproving sorvices for yon
of reviewing payments made 10 health care practiiosers. To protect your health informalson we require
everyone wh has a contract with us 16 follow rules proseciing vour information

* 'We may use and disclose your health mformation 19 ¢l yoe or your provader abous possible reatmost
eptiony, alvanalive weatmesty, and for other bealth-celaed benefin.

* We may disclose or share your bealih infomation with ethor govermment agencies thal may provido
prebilne besicling o sovkoes 1o you, We may also dischose or share your information wath olker
governmenl agencies pamatied by law, including the foderal povernment., 1o s haw the THCF is
working and 1o tinprove the peograms,
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= We may use o dhsclose vour heahth information m complasce vath the law in a public emergency to
notify your famaly, fer prublic bealth activitics 10 psevent of controd disease. anpury or disalnlity or repon
abuse, o comgly with Workers' Compensation laws, &s required by lnw iaclisfing in respesse 1o a
ssbparss, daderery requesl. eoun of adommistrive ceder, for msucs of national security. 1o report vital
SRS, Of W Process 0fgEn donation informanion

* Wemay thsclose your information 1o researchers when the mlormanion cannot sdentify you or when

Byear research has besa reviewed and approved by as mendutsonal review board to mawe Lhe continscd
pmvacy aad profechon af your healis informasion

Your Health + You have the npght 1o request that the THCP not rebease your personal hewlih mfosmation, relesse anly
Infarmation part of your information, of sclexie it o exsons you requesl. We ahe et requsted 10 banos voes
Rights foques]
* Wou have the right 10 request » paper copy of 1has petice 8t any tims, even i you agree 15 fecave it
electronically by e-mail

Yo have the right 10 request x lisy shawing each 1ime we relemed your pesanal health information
Your written request must be submutied to the IHCP Privacy Office snd siare what time period yous
want 1o efver. The Lime pericd may nol o back funher than six years and may not mchude dates:
before Apnild 14, 2003 This lut will not include persesal heald informaticn thi wes released 1o
provide: realmeent 1o you, 1o make or obnamn paymcnl For serices, lor heallh care operations, far
nationl secwity, or for use by prisons ce b enforcement offlewls. This s will novineluds
wfarmution redcaged 1o you by the THCF that you requesied m wnting. or mfsrmagion released 1o
persces who are involved in your care.

Y have the right to requaest that we comiact you aboul youer persomal bealth mafiers in a certaim way or
4 m eerisin lncsipn. Furt-umﬁ:. mmmumlhmuoﬂhmmu wark of by c-mail. We
will ievigw snd 2 To requesd a special way or location for us (o
comisct yom akoul mmﬂhﬁimmnwum write 18 the THEP Frivazy Office a1 the
addnes in the conlact information ot 1he end of this notice.

* You have the fight 1 sex and ped o copy ol your healih imfommation. You may be charged a fee for the
cosls of copying, mailing, or for other supplies mesded for your request. You do mot have ihe right 1o
sec of eopy mlcamation weed Far lawsuit. criminal investigsions or prosccutions. or noses made by a
mental healih thorapist or paychoatrisd. 1F yow ever feed you have not been lowed (o s2e of have copies
of yeur medicsl informanon yoru esn fibe an sppoal with the IHCP Privacy Office 1 an appeal 18 filed
with the THCP Privacy Office, an mdividaal who did nce participete in ibe decision w0 deny the 1equess
willl sevasw the appeal.

* Yaou bave the right to ask that we chenge healih informatics the vou fegl is incomect or incomgplete
Your pogeest may be denied il we did B0t ¢reate of wiite the formation. 1113 not pan of the
mfermaltion you can sec or cofry, or 1f we decide the personal health infosmestion hes no errors and is
compete.

Mote Al regeests shout your heatih snformation must be in aning and sent to the THCP Privacy Otice
address lened in the contact snfzmation sceten a1 the cad of this poiie,

Contacl I you have q of vwarm add J indr iom, you can comact the [THCF wsing the [ellowang address

Information or o phonc samber

Filing o Complaint I you kave & complaint abowt ous lealth information practicst of belicve that we have violasod your privacy
rights. phoase submet e complaint 1o the THCT at the following address All complaints must be submitied
in writisg,

IHCF Privacy Oifice
PO, Bax 7260
Indianapolis. IN 46107-7260
(317) NI-H617 or 1-808-457-4584

Wou canalso e a complaint with the Secretary of Healih and Homan Services at the fllowing address.

Setretary of Health and Human Services
108 Imdependence Avenue, S
Washinglen, [LC. 0200
We will never take acteon sgaingt you foc filmg a complant and it will not impact the bealth care services provided 1o yoa
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Appendix B: Member Access Request Form

Please click on the following link to access the Member Access Request Form:

g2

Form SF51737
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Appendix C: Verification of Identity and Authority Form

Note: This is not the official form. For an official form, please contact
the IHCP Privacy Office,

| Verification of Identity and Authovity Form — For EDS Internal Use Only (Formatred: ughign B

This form is used to document your verification of the identity and authority of @ person or entity, anknown to yor,
before granting access 1o or disclosing protecied health informartion,

Section A: Member whose information is being disclosed |

Mame;

Address;

City, Swate, ZIP Code:

[HCF RID Number: ~ Phone Number:

[ Seetion B: ldeatity of person to whom information is being disclosed

Obtain a copy of what you relied upon to identify the person. Attach the copy to this form.

Mame:

Company, organization, or government agency with whom the person claims affiliation:

Address:

City, State, ZIP Code:

Fhone Mumber: E-mail:

Persomal representalive’s relationship 1o member;

O Person is known to me. Explain how you know the person:

O Persanal idemification (e.g. driver's license, photo 1D). What document did vou see?

O Government credentials (e.g. badge, identification card, appropriate document on government letterhead).
What document did you see?

(Form continued on Page 2)
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Section C: Authority of person to receive access to protected health information

being disclosed
Obtain a copy of what vou relied upon to authorize the person. Attach the copy to this
form.
O Authority is known to me. Explain basis of your knowledge:
O Personal representative status {(e.g. identification as parent, guardian, executor, administrator, power

of attorney). Copy of document attached.

O Warrant, subpoena, order, summaons, civil investigation demand or other legal process. Copy of
document atlached.

I:] Appropriate document on govermment letlerhead. Copy of document atiached,

O Government afficial s oral representation. State what you were 10ld and why your reliance on it was
reasonable under the circumslances:

Section D: Signature

Form completed by:

Signature: Date:

Attach this form to the verification documentation you obtained.
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Appendix D: Member Amendment Request Form

Please click on the following link to access the Member Amendment Request
Form:

T

Form SF51739
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Appendix E: Member Authorization and Revocation Form

Please click on the following link to access the Member Authorization and
Revocation Form:

Form SF51733
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Appendix F: Alternate Communication Form

Please click on the following link to access the Alternate Communication
Form:

grd

Form S5F51741
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